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Risk and compliance office manual
Welcome to our template risk and compliance office manual
We’ve split the content into three sections:

· a business and risk management manual;

· a staff compliance manual;

· a set of accompanying template compliance logs.

The policies, processes and logs are there for you to tailor to your needs. Your compliance systems should suit your business and seek to help not hinder you and your team. The precise standards and processes which are put in place will vary from business to business. Sole traders can obviously afford to have much simpler processes in terms of staff standards than set out here. Very large firms may find that they need to have more sophisticated arrangements in place in some areas. Generally though this manual is an excellent platform for a (Compliance Officer for Legal Practice) COLP looking to implement or review the compliance systems and arrangements which they are required to put in place by the SRA. 

We provide hands-on support for those wishing to implement compliance systems so don’t hesitate to contact us via the website (www.complianceoffice.co.uk) if you need some help putting this manual into practice.  We also provide firm-wide online training via website, including a conduct compliance package which has been designed to complement this manual.  Take a look at our free training guide to see the areas fee earning staff should be periodically trained on.
Please take care in implementing these policies in the context of HR / employment law implications (including if seeking some of the information suggested in this manual from staff), health and safety, information security and other legal requirements.  Specialist advice is recommended.
We hope that you find this manual helpful and wish you every success with its implementation.
Lexcel, CQS and SQM
The majority of this manual is based upon good practice and SRA requirements.  However, where we have made additions to the manual primarily in order to meet requirements of the Lexcel or Specialist Quality Mark standards we have coloured the entries in green and orange respectively. The majority of the Conveyancing Quality Scheme requirements are covered by the Lexcel provisions but some additional suggestions appear in blue in this respect.
Office handbook
This manual sets out how we run our organisation.  It is split into the following sections:
A. Business and risk management manual - this sets out how we set our strategy and manage our organisation and the risks posed to us. It is primarily intended for our management team [and for Lexcel purposes our compliance plan].
	Sections:
	A1
	About us

	
	A2
	Governance

	
	A3
	Risk management

	
	A4
	Quality and risk assurance

	
	A5
	Compliance officer roles

	Annexure
	AA1
	Management Committee terms of reference


	
	AA2
	Business continuity plan

	
	AA3
	Local file review form

	
	AA4
	Central file review form

	
	AA5
	Anti-money laundering and financial crime policy

	
	AA6
	Information management and security policy


B. Staff compliance manual - this sets clear ethical and compliance standards for our staff, including restrictions on activities which we have identified as high risk.  It is to be read by all of our staff.
	Sections
	B1
	Our ethical values

	
	B2
	Information we need from our staff

	
	B3
	New client instructions

	
	B4
	Confidentiality and data protection

	
	B5
	Service standards

	
	B6
	Undertakings

	
	B7
	Publicity

	
	B8
	Litigation, advocacy and our duties to the Court

	
	B9
	Working with third parties

	
	B10
	Client complaints and claims against us

	
	B11
	Reserved legal activities and financial services

	
	B12
	Ceasing to act for the client and matter closures

	
	B13
	Learning and development

	Annexure
	AB1
	Equality and Inclusion policy

	
	AB2
	Client feedback and complaints

	
	AB3
	Outsourcing policy

	
	AB4
	Procurement and Bribery Act policy

	
	AB5
	Sharing concerns policy

	
	AB6
	Acceptable use policy

	
	AB7
	Anti-money laundering procedures and forms

	
	AB8
	Potential breach notification form


C.
 [enter other sections of your handbook as appropriate, i.e. financial management and people management]
Schedule of compliance logs

	Central logs
	
	Staff training log

	
	
	Potential compliance breach log

	
	
	Local file review log

	
	
	Complaints log

	
	
	Undertakings log

	
	
	High risk matters log

	
	
	Key dates log (matter related)

	
	
	Key dates log (business management related)

	
	
	Log of known experts and barristers

	
	
	Third party suppliers log

	
	
	Gifts and entertainment log

	
	
	[Referral arrangements]

	
	
	[Separate businesses]

	
	
	[Character and suitability issues log]

	
	
	[Subject access requests log]

	
	
	[Risk register]

	
	
	[Lexcel information assets register]

	
	
	[Lexcel software register]

	
	
	[Legal aid referrals log (SQM)]


About the office handbook
This handbook is available to all staff. By ‘staff’ we mean all of our employees (including consultants and contract staff) and [partners / members / directors / owners].
Each section of the Handbook and each annex records: 
· an ‘owner’ for the document who is responsible for ensuring that this policy / process / approach remains up-to-date and fit for purpose; and
· for each update the relevant document will record:
· when it was updated; and
· who approved the amendments and when.
Unless directed otherwise by the Management Committee, amendments to any part of this handbook must be agreed by both the owner of that section and at least one other member of the Management Committee.  If the proposed changes are likely to have a material operational impact upon how our staff do their jobs then these should generally be agreed by the Management Committee. 
[In accordance with Lexcel requirements, each policy, plan and procedure required for Lexcel purposes is reviewed [annually] by our [COLP].  
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A Business and risk management manual

A1 About us

	Our name:
	

	Our constitution is set out in:
	e.g. partnership agreement / LLP agreement / articles and memorandum of association / shareholders agreement / members agreement / other documents governing ownership, management and voting power

	Our body type is:
	partnership / LLP / company / etc

	We are funded by:
	share capital / non-share capital investment or we have no capital e.g. because we are funded by a loan and retained profits

	Our business:
	We offer legal services in the following areas:
-

-

We have made a decision as a business not to accept work which falls outside of these areas. / We have made a decision as a business not to accept any of the following work: / We have made a decision as a business not to accept any of the following work without the express agreement of the Management Committee:
-

-

Our client care and complaints officer will review this commitment every six months.

	Our client base:
	Our client base is mixed and includes sophisticated users of legal services as well as vulnerable clients from all parts of England and Wales / Our client base is primarily business to business and includes a large number of sophisticated users of legal services both domestically and internationally / Our client is base is primarily local individuals and includes some vulnerable clients 

	Our service delivery:
	We are based entirely online and work with our clients by email and telephone / We always invite our clients in to meet with us face to face but generally deliver our services by post and email

	Our location:
	We are based in . / We have offices in: .

	Quality marks:
	We have the following accreditations / We work to the following recognised standards: 

	Our regulatory environment:
	Our main regulatory and operational obligations stem from:
the SRA; 
the Legal Ombudsman;
Companies House;
the Information Commissioner
the Financial Conduct Authority;
the Legal Aid Agency;
our accreditors, as detailed above
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A2 Governance

Line management

[example:]
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As can be seen from our structure chart, every member of staff has a line manager.  The exception is our [Managing Partner], whose performance is assessed and managed by the [Management Committee]. 
The line manager of each fee earner will be a suitably competent and experienced person to supervise that fee earning work and to oversee the quality of the service provided. 
A line manager's responsibilities include ensuring that our staff:
· deliver a quality service to our clients, including in particular in the legal advice provided and client satisfaction achieved;
· maintain and develop the knowledge and skills relevant to their role;
· put in the work required to meet the goals set;
· treat colleagues fairly and with respect;
· [in accordance with Lexcel requirements, mitigate the risks posed to our organisation successfully achieving its goals;]
· comply with the requirements set by the business and in law generally, such as ensuring that we meet our health and safety obligations, achieve SRA compliance and achieve high standards in protecting personal data; and
· contribute to our success generally, including the promotion and sound financial operation of the business.
[In accordance with Lexcel requirements, every member of staff has a role profile [(i.e. a job description)] which sets out:
· the tasks to be undertaken by the individual; and
· the skills, knowledge and experience required for the role.
Each part of the organisation also has a department head who has overall supervision of the work undertaken in that area.]
[In accordance with SQM requirements, any changes to our reporting lines or job description will be reflected by amendments to our structure chart and the relevant job descriptions as soon as possible and in any event within three months.]
Our management committee

Our Management Committee is responsible for the long-term success of the business, including setting our strategy and managing risk.  Our Management Committee is responsible for the day-to-day as well as long-term management of the organisation.
In summary it has overall responsibility for:
	- strategy
	- finance

	- business development and marketing
	- risk management 

	- legal and regulatory compliance
	- HR and recruitment

	- staff training
	- quality, complaints and claims

	- business facilities
	- IT

	- knowledge management
	- business security


The members of the management committee are:
· [Partner 1;

· Partner 2;

· Partner 3;

· Partner 4;

· Partner 5;

· HR and Facilities manager.]
The terms of reference for our management committee can be found at annex AA1.
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A3 Our approach to risk management

We take a four-step approach to ensuring that the strategic, operational and regulatory risks to us achieving our goals are managed effectively:
I. We set clear goals and standards, both in terms of our performance and the standards we require of our staff and our management;
II. We communicate our goals and standards effectively to our staff, which includes training and updates where appropriate;
III. We regularly and robustly check that we are achieving our goals and compliance standards in practice;
IV. We take effective action to remedy problems and risks which we have discovered.
[Our compliance roles diagram [below] sets out the individuals with responsibility for certain areas of compliance in accordance with Lexcel requirements.]
I. Setting clear targets and standards

Within this handbook our management committee have set clear and comprehensive ethical, compliance and risk standards for our staff and our management team.  Our  commitment to managing the risks which may prevent us from achieving our goals are at the heart of each standard, policy, and procedure we set.
At the start of each financial year our management committee also sets business wide strategic and financial targets. Each fee earner will have an annual financial target which forms a part of that goal, as well as other key performance objectives for the year which may include the attainment of strategic milestones and development goals. [These targets are reviewed formally at mid-year and end-of-year appraisals with every member of staff.]
II. Clear communication and training

Our staff manual, policies and procedures are easily accessible to our staff.  
Our learning and development standards make clear that we take staff training and development very seriously. As well as doing our best to accommodate the individual training and development needs of our team, all staff members are required to take part in certain mandatory training sessions on ethics and compliance.  Namely:
· a core induction training programme
 for all new starters regardless of experience, which includes training on our risk management, ethical and compliance standards;
· a rolling mandatory training programme which ensures that our team maintain an understanding of ethical and compliance standards and requirements; and
· for fee earners, a minimum of [3] hours training per year on risk, ethics and compliance.  
This is in addition to meeting business and regulatory requirements to reflect on practice and maintain professional competence (see our learning and development policy [below]).

The staff member specific targets and objectives for each year will be discussed with each member of staff by their line manager.  They will be agreed formally as objectives for the year.  
More generally, our management committee will seek to be as transparent as possible with staff about our achievements and developments in our strategy.  
[In accordance with the requirements of our Specialist Quality Mark (SQM), line managers are responsible for maintaining a record of the completion of our induction programme within 2 months of joining covering:
a) The organisation’s aims;

b) The management/staff structure and where the new post fits into it;

c) The recruit’s role and the work of their department or team;

d) The organisation’s policies on non-discrimination, quality, customer care

and complaints;

e) The office procedures manual and/or other work instructions/processes

relevant to the post;

f) Terms and conditions of employment and welfare and safety matters.]
III. Checking we are achieving the standards and objectives set

We have adopted a robust quality and standards assurance process as set out [below].  This includes local and central checks of our operations to ensure that we are meeting the standards we have set.
Our management committee meets at regular intervals to monitor the outcomes of these checks as well as to closely monitor our performance.  This monitoring includes oversight of the results of our file reviews, client satisfaction indicators and, periodically, our central peer review reports.  
IV. Remedial action

Where an individual problem is identified we will take the appropriate steps to remedy it and provide any appropriate feedback to colleagues concerned constructively.  Where broader trends or weaknesses in our systems are identified these will be specifically highlighted to our management committee by the relevant compliance contact. Any staff member who seriously or persistently fails to follow our standards will become subject to our HR performance and disciplinary procedures. 
[In accordance with Lexcel requirements:

· we maintain a record of the risks facing our practice (a ‘risk register
’);

· this section of our handbook will be reviewed annually by its owner.]
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A4 Quality and risk assurance

We are committed to ensuring that our work is consistently of a standard and quality of which we can be proud.  The work of all fee earners is subject to quality assurance checks and staff are expected to engage positively in this process.
[In accordance with Lexcel requirements, each part of the organisation also has a department head (i.e. a named supervisor) who has overall supervision of the work undertaken in that area.  Each department head is responsible for ensuring that there are departmental and team meetings at which key messages are shared throughout the firm.  [In accordance with SQM standards, each office has a named individual (Quality Representative) responsible for overseeing our quality procedures. This is to include ensuring that they remain up to date and are reviewed at least annually.  Their details can be found [insert details]].   [In accordance with the requirements of the Conveyancing Quality Scheme (CQS), in our conveyancing department the supervisor is also the risk manager and Senior Responsible Officer for the purposes of the scheme: [insert name].  We are satisfied that this individual has appropriate experience of the work supervised and is competent to guide and assist others.] 
The role of the line manager

The line manager for each fee earner will be a suitably competent and experienced person to supervise that fee earning work and to oversee the quality of the service provided. [In accordance with the requirements of our Specialist Quality Mark (SQM), each supervisor will meet the relevant legal competence standard.]
Supervision will be proportionate, effective and add value. Line managers use their discretion to determine the exact level of input and oversight required by team members.  Broadly speaking however, and save for the work of experienced lawyers, a line manager will:
· check post coming into the team, or arrange for another senior person to do so, in order to identify any high risk issues. Our email policy requires staff to take certain steps to ensure that a manager can distinguish between work related and personal emails (the latter will not be read by line managers for this purpose if it is clear that the communication is not relevant to our business); and
· check significant documents and advice prepared by team members before they are finalised.
Line managers will keep ‘surgery hours’ available in their calendar during the week for team members to book a slot in to discuss difficult non-urgent matters. Line managers will also be available, or ensure that alternative cover is available, for team members when inevitably an occasional urgent query arises which cannot wait.
If a line manager is overseeing very specialist work which is beyond the expertise of any other person in the business, the line manager will be satisfied that the fee earner in question is suitably competent, experienced and qualified to undertake the work.  Generally speaking the line manager would also need to be satisfied that he or she would at least be able to identify high risk issues in the matter and broadly assess the quality of the service provided. If the line manager cannot be satisfied of this, then the line manager will discuss how best to ensure quality assurance with the COLP. It may be possible to arrange for an external lawyer to (with appropriate confidentiality and data protection arrangements in place) review a sample of work annually to provide technical assurance and aid development. Care would need to be taken about how this is discussed with the client when seeking consent. The exact timescales and steps taken however will be proportionate to the risks involved, including the level of experience of the fee earner in question and the nature of the work being undertaken. We hope that generally speaking this will not be necessary however.
Legal activities restricted to certain lawyers
If the line manager is overseeing legal work which is reserved to certain authorised persons such as solicitors or barristers then the line manager will ensure that our staff are only undertaking work they are able to conduct in law.  For example, certain elements of the conduct of litigation, probate, conveyancing and advocacy can only legally be done by lawyers of a certain type.  In some cases unqualified persons can undertake some reserved work at the direction and supervision of a qualified lawyer, for example (schedule 2 to the Legal Services Act 2007).  There are similarly restrictions on who can undertake certain immigration law advice and activities.
Appraisals and monthly one-to-one meetings
All staff take part in formal mid-year and end-of-year appraisals where their performance is reviewed against the targets and standards set for them.  This includes a review of additional responsibilities which staff members hold, such as a compliance or administrative role. 

At the end-of-year appraisal training and development needs will be discussed with each staff member and recorded as part of the targets set for the following year.  Fee earning staff are encouraged to reflect upon how they can develop their knowledge and skills base in the coming year. All staff have training and development needs, even if it is simply refreshing and updating existing areas of knowledge.  We are keen to help staff to engage constructively with us about the support they feel that they need to develop in their career.  The progress made in terms of the training and development goals set is reviewed with staff at the mid-year and end-of-year review.  We maintain records
 of the training and development goals and progress to demonstrate how we maintain competence in our firm as required by SRA rules.  For further information see our learning and development standards for staff.
Line managers will hold a monthly ‘one to one’ meeting with each team member to consider the following:
· whether the team member is on target to achieve their objectives, including financial targets;
· general technical queries and development;
· caseload and capacity;
· update on high risk matters held;
· update on matters which have been inactive for more then 3 weeks
· forthcoming key dates (i.e. in the next 6 months);
· outstanding actions identified in file reviews;
· outstanding balances; and
· personal and administrative issues, such as holidays and working arrangements.
If a member of staff is not performing well then this will be addressed by the line manager promptly.  There should be no surprises for staff at mid-year reviews and appraisals.  We encourage line managers to address performance and development issues informally at first if practical but managers must use our more formal HR performance and capability procedures
 as required.
Enhanced quality assurance for new starters

Whenever a new fee earner joins the team, all work will initially be reviewed with a line manager or other suitably experienced colleague.  Even very experienced fee earning staff  joining us from outside of the firm will benefit from insight into our approach and may have development needs. This enhanced quality assurance therefore applies at first whatever the level, seniority or experience of the staff member joining us. 
However, line managers should use their discretion to determine how long enhanced quality assurance as described below should last for. For very experienced fee earners with a good understanding of how our business works, as little as two weeks may be sufficient depending upon the type of work undertaken (though the standard level of line manager oversight set out above would still apply). For inexperienced members of staff it may be three to six months or more before it is felt that the additional level of oversight and support can safely be dropped.
All new starters will be subject to our standard [new starter vetting procedures
]. It is very important to check with the relevant regulator that lawyers joining us are in good standing, that references are sought, that evidence of qualifications claimed is obtained and that the individual is eligible to work in our jurisdiction. The SRA has found in the past that a failure to conduct adequate staff vetting can constitute misconduct.

Enhanced quality assurance for high-risk matters

We have set out in our staff compliance manual a requirement on staff to risk assess matters and a definition of what constitutes a 'high-risk' matter.

An enhanced level of risk management and oversight is applied to matters identified as high-risk. In particular: 
· the matter will be allocated to a senior person;
· important documents and advice prepared by the fee earner dealing may be reviewed by another senior colleague before being finalised;
· the status of high risk matters will be reviewed at 121 meetings by the line manager;
· the number of high risk matters per business area will be monitored by the management committee periodically.
File reviews: local

File reviews can be extremely helpful in identifying good examples of work, problems in individual matters, wider development needs and trends in the business. 
Each month our line managers review at least [one / two / three / five] file per lawyer against the standards which we have set for our work. A template is available for this purpose (see [below]).  A greater number of files will be sampled:

· where new staff members have joined us;

· where a line manager is reviewing the work of an unqualified fee earner;

· where a staff member works in one or more very distinct areas of law;

· in areas where lawyers typically have high caseloads. 

Each file is randomly selected in order to ensure the effectiveness of the review.

[The precise number of files to be reviewed will be set with each member of staff but in the four scenarios identified above at least two files per months will be reviewed in accordance with our Specialist Quality Mark (SQM) accreditation.]
The focus of the review is the quality of the work, risks arising and compliance.   
If a line manager is unavailable then the review can be conduced by a suitably competent and experienced person taking into account the nature of the work being undertaken by the fee earner in question.
We have a standard local file review form (see [below]) to assist managers with the file reviews.  Departments may add to the form for additional factors relevant to their specific area provided that the revised form still contains as a minimum the checks set out in our standard file review form.  The completed file review form should be kept with the file for the life of the file but separate from the main bundle of client papers.  
Line managers also keep a record of key outcomes from file reviews on our local file review log.  This log is only available to certain members of the management team. This log is checked on a [quarterly / six monthly / annual] basis by the [COLP] and a report is made to the management committee on any themes and risks arising.  [In accordance with our SQM requirements, the log records:

· the file reference;

· date of review;

· type of case reviewed;

· individual being reviewed;

· whether the matter was discussed face-to-face; 
· confirmation that quality of advice and adherence to our standards was considered;

· confirmation of anything identified as requiring action and, once completed, that this has been done (a record of this should also be clear from the file).]
A copy of each review will be provided to the team member in question as soon as it has been completed and discussed as appropriate. Any actions required and noted on the form will be reviewed with team members at their next one to one to ensure that these are in hand.  [In accordance with Lexcel requirements, any necessary remedial action identified during the review will be completed within 28 days.  The Head of Department for each area will ensure that the file reviews are taking place and deal with any issues or concerns which arise from the process.] 
If after a file review the line manager considers it likely that there has been a failure to meet one of the SRA's requirements (which includes compliance with our general legal requirements such as data protection) then the line manager will send a completed potential breach form (see [below]) to the COLP. This information will be logged by the COLP and if necessary reported to the SRA as appropriate
.
Line managers are also expected in practice keep under regular review high risk, complex and problematic matters, though the level of oversight need not necessarily be conducted in accordance with this procedure where these matters are not selected for review.

[In accordance with the requirements of the Conveyancing Quality Scheme, our conveyancing work is also subject to external independent file reviews on a [quarterly / six monthly] basis.]
[In accordance with our SQM requirements, the file review process is managed by the category supervisor.]
File reviews: central

Our [COLP (or other senior person nominated by the [COLP] from time to time)] will also conduct [six monthly / annual] file reviews across the whole business focused purely upon risk and compliance.  These reviews are not intended to be used to check the quality of the legal work undertaken (though if questions as to quality arise these should be discussed with the line manager in the relevant area). 
At least [one / three/ five / ten / twenty] file[s] will be randomly selected per business area every [six months / year].  We have adopted a central file review form (see [below]) for this purpose.  
The central checks are intended to provide the management committee with assurance that consistently high compliance and ethical standards are being met across the business.  It can more generally be extremely beneficial to receive the views from colleagues outside of the department who will approach the issues with a fresh set of eyes. 
We encourage and expect staff at all levels to engage positively and constructively with colleagues in considering whether steps could reasonably be taken to further minimise compliance risk.  If our COLP is not the reviewing manager, the COLP should be involved in any such discussions. 
The [COLP] may take advice on a point if there is a difference of opinion between the [COLP] and the relevant lawyer / line manager / department head whose file is being reviewed. If a consensus cannot be reached about whether there is an issue requiring action, the [COLP] will prepare a report highlighting perceived risks and suggesting options for the management committee to decide upon. The management committee decision will be final.  This process will include the relevant manager from the area of the business in question who may also make representations to the management committee on the best way forward. Any member of the management committee who is involved in the area in question or the review in question will not vote on the decision of the management committee on the issue. For the avoidance of doubt, any decision of the management committee would not prevent the COLP from logging a potential breach centrally or from notifying the SRA of the potential breach where this is genuinely felt to be necessary in order to fulfil the regulatory duties of the COLP.
Key dates and the central diary
Key dates are recorded on each file and diarised by each lawyer with responsibility for the matter. This task will include ensuring that there is a centrally accessible backup reminder of the key date for the line manager. 
This system is intended to ensure that in the event of one staff member missing a date for whatever reason it can be picked up elsewhere. It is a safety net only and staff should assume that responsibility for hitting our key dates sits with them alone.
By 'key date' we mean a date by which we should do something and if we fail to do so then there is significant risk of our business being found to be negligent.  For example:
· in contentious work:
· the deadlines for issuing and serving Court proceedings;
· an unless order in litigation (i.e.unless a certain step is taken by a specified date then a significant sanction will be imposed by the Court);
· limitation periods, whether in general litigation or in other areas such as judicial review, employment law or inheritance claims; and
· in non-contentious work (such as commercial, property or tax transactions), the filing of certain notices or registrations the delay of which could have financial or other consequences for our clients.
[In accordance with Lexcel requirements, we specifically define key dates by work type as follows:

· area 1:

· key date i.e. a limitation date;

· area 2:

· key date i.e. exercising a break clause;]
The Management Committee operates a similar system for key business dates which is accessible to all members of the committee. This includes the dates for renewal of our indemnity insurance, practising certificates (or similar) and instruction of our accountants.
Both diaries of key dates are reviewed regularly by the management committee at its meetings.
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A5 Ownership of compliance areas

We have given certain compliance and risk management roles to senior members of the business as illustrated below.  
[example:]
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Those roles are appointed by the Management Committee and are as follows
:
· [Compliance Officer for Legal Practice ('COLP');
· Compliance Officer for Finance and Administration ('COFA');
· Client Care and Complaints Officer;
· Negligence and Indemnity Officer;
· Equality and Inclusion Officer;
· Information Officer;
· Money laundering and Financial Crime Officer;
· Financial Services Officer;
· Health and Safety Officer; and
· Training Officer.]
While the managers and the business itself are responsible for all areas of risk and compliance we have delegated certain tasks.  Generally speaking we look to our compliance officers for a specific area (with the support of others in their team as appropriate) to:
· fulfil any legal or regulatory requirement to have a nominated person responsible for this area;
· develop subject matter expertise and help keep the firm up-to-date with developments;
· champion good practice in the business in this area;
· oversee the implementation and maintenance of up-to-date policies and procedures as required;
· oversee any staff training which may be required in this area;
· oversee checks and balances that the business has in place to ensure that the business and staff are meeting their obligations in practice;
· identifying areas of potential risk and oversee action needed to address this;
· keep the Management Committee informed the risks posed and any action required by them; and
· act as a point of contact for any enquiries made by our regulators in the area in question.
Where a compliance officer is taking on a specific legal or regulatory role such as the nominated officer, COLP or COFA we will facilitate and support the fulfilment of those duties. This will include:
· not seeking to prevent or penalise an individual for conduct (such as making a report to the SRA) which is genuinely and reasonably undertaken to ensure compliance with duties placed upon that person in that role;
· giving the individual access to the information (including documents) and people reasonably necessary to fulfil that role;
· providing the individual with access to materials and training reasonably necessary to perform the role.
As part of the appraisal process, the managing partner and the COLP conduct a small number of random 'spot checks' in respect of each compliance area. This is to give the management committee assurance that the required standards are being met in each area and to help develop the most effective and efficient processes. This might include a review of compliance logs, staff training attendance, staff awareness, a discussion with our reporting accountant or a review of other records maintained. The relevant compliance officer will generally be the expert in the relevant area but it is important that these important roles are reviewed as part of our appraisal process as well as the core areas of performance.

Making reports to the SRA

We have set out within our staff manual the process for the COLP logging and reporting potential breaches of SRA requirements.  Our staff manual requires staff to inform our COLP and their line manager of certain changes and events in order that we can meet our SRA reporting obligations. In addition we have provided our HR and management staff with a checklist of what they need to report to our COLP and to the SRA.
	Owner:
	
	Created:
	

	Last amended:
	
	Last approved by:
	

	Last reviewed:
	
	Last reviewed by:
	


Annex AA1

Management committee terms of reference 
Our Management Committee is responsible for the long-term success of the business, including setting our strategy and managing risk.  Our Management Committee is responsible for the day-to-day as well as long-term management of the organisation.
In summary it has overall responsibility for:
	- strategy
	- finance

	- business development and marketing
	- risk management 

	- legal and regulatory compliance
	- HR and recruitment

	- training
	- quality, complaints and claims

	- business facilities
	- IT

	- knowledge management
	- business security


Management meetings: weekly

The Management Committee meets weekly to consider day-to-day matters requiring its attention.  This will generally involve personnel issues, approvals to recruit, approvals of certain firm purchases, updates from Committee members on high risk problems they are addressing and any urgent matters requiring immediate action. 
Strategy, Risk and Finance Review Meetings: monthly

Once a month the Management Committee combines its weekly meeting with a Strategy, Risk and Finance Review meeting. 
In these meetings the following matters are considered as standing items:
 SHAPE  \* MERGEFORMAT 



Mid-year and year-end reviews

Twice a year the Management Committee extends its Strategy, Risk and Finance Review meetings with a more in-depth look at mid-year and year-end performance, in particular financial performance and budget and strategy reviews.  The compliance reports received by the Management Committee from the relevant compliance officers should be prepared following an analysis of all available data on claims, complaints, file reviews (including in particular whether remedial actions have been completed), reports to COLP and COFA, breaches reported to the SRA and scenarios where we have acted in a potential conflict of interest.  
[In accordance with Lexcel requirements we update a strategic plan annually which sets out:
· objectives for at least the next 12 months; 

· what additional resources we require in order to meet those objectives (and the key resources which we must maintain);

· whether we wish to offer any new services or whether we intend to simply maintain those set out in our office manual (see [above]); 

· whether we wish to serve new client groups or whether we intend to simply continue to service those set out in our office manual (see [above]);

· how services will be delivered and marketed;

· the key risks posed by our strategy for the year;

· procedures for regular reporting at our Management Committee on our progress towards our objectives for the year. 

A copy of our strategic plan can be found [link to simple word document recording the points above].
Minutes and conflicts of interest

Minutes are retained for each Strategy, Risk and Finance Review Meeting for a minimum of 7 years. Owners of each task identified in the meeting will be agreed at that meeting and recorded in the minutes.
Members of the Management Committee must declare fully and frankly interests which they have in the matters being discussed.
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Annex AA2

Business continuity plan

The aim of this document is to set out how we would maintain our operations in the event of a major disruption. It considers the potential risks posed to our organisation, the likely impact and how the risks and impact will be mitigated in the event of a major disruption. More specifically, this plan is intended to cover what would happen in the event of:
· significant disruption in staffing levels, such as owing to an outbreak of illness or an accident affecting a large proportion of our staff or key personnel;
· major damage being caused to our business premises by fire, flood or another event having a similar impact;
· major disruption to our IT systems, in particular our day-to-day systems and our website;
· loss of energy supply; 
· loss of telephone and internet connectivity;
· [as appropriate for your business]
Maintenance of critical business information offsite
We have nominated [individuals roles or names] to be our business continuity key contacts. A list can be found [location].  [The key contacts include our management committee members and a representative from each part of the business.]
Each key contact holds an up-to-date list of non-business contact details for every member of staff offsite and off our main systems. This means that, for example, in the unlikely event of a failure of our core IT systems we have a means of contacting all staff via their personal contact details.
Each key contact who is a member of the management committee similarly holds securely offsite and off our main IT systems other critical business information, such as keys, a backup of our critical dates register, passwords and banking details. 
A number of key contacts also have backup IT assets for offsite working such as secure login tokens, laptops or other IT hardware.

[We maintain a secure backup of all network information offsite with [provider details e.g. Data Barracks]]
Steps to be taken in the event of a major disruption
All staff must immediately inform a member of the Management Committee [(all of whom are key business contacts for the purposes of this policy)] if a major disruption arises. The key contact will in turn will alert all other key contacts immediately. The Management Committee and the other key contacts will be responsible for managing business continuity during the disruption.
The key contacts will then check for upcoming critical dates and notify all staff (via the most appropriate means taking into account the cause of the disruption) of the issue and:
· advise staff how this will affect them and their work;
· give the best advice available as to how long the disruption will last for;
· advise on the most appropriate workarounds and what reimbursements might be considered if such workarounds will involve personal expenditure by staff;
· request a very brief bullet point note from each member of staff on critical deadlines and other high risk issues likely to arise during the period of the major disruption;
· ask what specific assistance if any is needed from the key contacts and the management team to manage any business critical problems facing each member of staff in respect of their caseload. For example, a specific file may be needed urgently over and above the access which the workarounds are able to permit.
The key contacts will liaise regularly during the disruption and agree an action plan as soon as possible which takes into account critical deadlines and risks known.  The action plan will necessarily develop as more information about the risks posed and the anticipated duration of the disruption becomes available.
Responding to the nature of the risks posed
Where a major disruption arises, the steps taken and advice given by our team will depend upon the nature of the disruption.
In the event of our premises becoming uninhabitable or without any power, we will generally encourage our staff to work from home by logging on to our system remotely. The key contacts will make arrangements for access by staff to key hard copy documents either by storing these somewhere onsite where they can be securely and safely accessed or otherwise storing them securely offsite and managing access to the papers.
In the event of a disruption to our IT systems, our workarounds will generally involve using non-core systems to deliver our services as best as we reasonably can. We will often need to prioritise those matters in which a critical deadline or other significant client risk is arising. We may need to ask staff to help us by using their personal phones or email systems, subject to appropriate additional steps being guided upon to ensure the security of the communications (such as putting all communications in a separate password protected document if they are not be sent via a personal email account). We will generally reimburse staff for reasonable costs incurred in this respect but will make this clear to our staff for the avoidance of doubt.
In the event of the loss of key personnel, we may need to ask other staff to consider cancelling planned leave and working additional hours to help us ensure that critical client deadlines and other high risks are managed. In such circumstances our management committee may exercise its discretion to pay overtime and offer other funding and support in recognition of the exceptional support staff may be asked to provide. Other steps which will be considered include arranging for a locum or similar to join the firm urgently or to consider whether other known and trusted law firms can step in to ensure that the client's interests are not harmed.
Putting safety and our clients first
Whatever steps we take to manage a major disruption, it is important that our team's safety and the clients’ long term needs are not compromised or put at risk. We will be open and frank with our clients about disruptions where relevant and reassure them of the steps we are taking to ensure that they continue to receive an excellent service.
Testing and reviewing our plan
Every [year] we conduct a review of our business continuity plan to ensure that business critical information and assets held are up-to-date and functioning appropriately. 
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Annex AA3

Local file review form

This form is for use during the monthly file reviews undertaken by a line manager for each lawyer. It contains a number of risk management and compliance checks and should be added to for quality assurance purposes according to the nature of work undertaken in each area.
	Date:
	
	Reviewer’s name:
	

	Client:
	
	Matter owner:
	


	Should matter be reassessed as high risk?
	Yes 
	No

	Conflicts search completed effectively
	Yes 
	No

	Standard client care and business terms provided
	Yes 
	No

	Client identification verified to appropriate standard
	Yes 
	No

	Checked third party solicitors against Law Society Find a Solicitor Service
	Yes
	No

	Key dates added to central diary and up to date
	Yes 
	No

	Latest costs estimate accurate as to likely overall costs?
	Yes 
	No

	All material information been shared with the client? e.g. third party opinions and evidence
	Yes 
	No

	All correspondence acknowledged or responded to within one week of receipt?
	Yes 
	No

	Adequate and reliable electronic record kept of all communications
	Yes 
	No

	Any undertakings added to central log?
	Yes 
	No

	Any complaints logged and actioned in accordance with policy?
	Yes 
	No

	If reserved or financial services work is being conducted, are we acting within our limits in law? 
	Yes 
	No

	Clients been offered reasonable adjustments? 
	Yes 
	No

	All communications on proper letterhead / email and so contain disclaimers?


	Yes 
	No

	[tailored as appropriate]
	
	


	Potential breach notification made:
	Yes 
	No

	Recommendations (if any):
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Annex AA4

Central review form

This form is for used by our [COLP] to periodically review across the business whether we are achieving our ethical, risk and compliance standards. 

	Date:
	
	Reviewer’s name:
	

	Client:
	
	Matter owner:
	


Individual matter checklist

	Should matter be reassessed as high risk?
	Yes 
	No

	Conflicts search completed effectively
	Yes 
	No

	Standard client care and business terms provided
	Yes 
	No

	Client identification verified to appropriate standard
	Yes 
	No

	Key dates added to central diary and up to date
	Yes 
	No

	Latest costs estimate accurate as to likely overall costs?
	Yes 
	No

	All material information been shared with the client? e.g. third party opinions and evidence
	Yes 
	No

	All correspondence acknowledged or responded to within one week of receipt?
	Yes 
	No

	Adequate and reliable electronic record kept of all communications
	Yes 
	No

	Any undertakings added to central log?
	Yes 
	No

	Any complaints logged and actioned in accordance with policy?
	Yes 
	No

	If reserved or financial services work is being conducted, are we acting within our limits in law? 
	Yes 
	No

	Clients been offered reasonable adjustments? 
	Yes 
	No

	All communications on proper letterhead / email and so contain disclaimers?


	Yes 
	No

	[tailored as appropriate]
	
	


General assessment
	Providing objective advice to the client at the outset of their matter such that they can make an informed choice about how to proceed
	Excellent
	Good
	Recommendations made

	Any arrangements for referring clients to us or to third parties meet the required standards
	Excellent
	Good
	Recommendations made

	Individual dealing demonstrates appropriate level of knowledge and expertise to handle matter
	Excellent
	Good
	Recommendations made

	Our communications with third parties are clear and fair and the statements we make are accurate and never misleading
	Excellent
	Good
	Recommendations made


	Potential breach notification made:
	Yes 
	No

	Recommendations (if any):

	


[These file reviews are envisaged to form part of a wider six monthly review by the compliance officers to ensure among other things that:

	· files are being progressed in accordance with our standards throughout the business
	· the client account is never overdrawn and client account reconciliations are taking place each month

	· the compliance logs are being used in practice and any themes are identified
	· publicity contains the appropriate information, is accurate and never misleading


	· standard client care information and terms of business are up-to-date
	· arrangements for referring and being referred clients operate in the best interests of our clients


	· the firm is structured and operating in a way which meets regulatory requirements
	· mandatory training has been completed by all staff


	· the firm submits instructions and applications in time for our insurance, accounts, authorisations and accreditation
	· information is being processed lawfully and securely

	· the firm is meeting Money Laundering, Proceeds of Crime and Bribery Act requirements
	· management meetings and 121s are taking place and working effectively]
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Annex AA5
Anti-money laundering and financial crime policy

This policy should be read in conjunction with our Anti-Money Laundering Procedures.
Our firm’s risk profile

We have considered Law Society guidance (approved by HM Treasury) on how factors such as firm size, client demographic and practice area can impact upon our risk profile.  In particular, part 2 of the practice note.  Having done so, we have assessed the work across our firm as posing a [low/medium/high] risk of facilitating financial crime or otherwise compromising the law in this area. The reason for this is as follows:

· [insert details in accordance with Law Society guidance. Some client bases (such as ‘politically exposed persons’, clients whom you never meet or clients affiliated to certain higher risk jurisdictions) and matters (such as complicated financial or property transactions, trusts, structuring companies, cross-border transactions and payments made to or received from third parties) are higher risk than others]
More specifically, we have identified the following areas of our work as higher risk:

· [insert details of particular teams or transactions]
Our approach to managing risk in this area

The risk assessment above has informed the policies and procedures developed our firm and the training provided to staff.  

[As set out in our office manual, we take a four-step approach to managing risk.  ]In the context of financial crime, we manage risk in this area as follows:

1) Clear standards: our policies and procedures (our Anti-money Laundering Procedures in particular – see [below]) inform staff of what we expect them to do to manage the risks in these areas;

2) Communication of our standards: all new staff are required to read our policies and undertake training on anti-money laundering, proceeds of crime and terrorism. Staff receive update and refresher training every [year / 2 years] and when the are significant changes in the law;

3) Checks to ensure we achieve our standards: our standard file review form includes checks to ensure that our customer due diligence checks have been carried out in practice.  In addition our Money Laundering Reporting Officer (or a delegate) conducts periodic reviews of our approach to ensure that good practice is maintained;

4) We take effective action to remedy problems and risks which we have discovered.

[The Money Laundering Regulations 2007 do not apply to all areas of our work.  However, w][W]e are conscious of the need for good practice in this area generally, particularly with regard to our legal obligations under the Proceeds of Crime and Terrorism Acts.  We therefore seek to apply the requirements of the money laundering regulations and good practice as set out in our anti-money laundering procedures to all areas of our work.

Our MLRO

Our money laundering reporting officer (MLRO) is [insert name].  The MLRO plays a key role in ensuring compliance in this area.  Specifically, the MLRO’s role is to:

· receive internal reports of suspicious activity within the firm and be the first port of call for such issues;

· confirm what our staff must do (or not do) when a suspicion is reported;

· report matters as appropriate on to the relevant authorities;

· liaise with our COLP and COFA if it appears that in any individual matter there has been a failure to meet SRA requirements;
· develop / maintain subject matter expertise and help keep the firm up-to-date with developments;
· champion good practice in the business in this area;
· oversee the implementation and maintenance of up-to-date policies, procedures and training; and
· identify areas of potential risk and oversee action needed to address this in liaison with the [Management Committee].
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Annex AA6

Information management and security policy
We are committed to ensuring:

· the efficient and effective use of the information which we hold;
· that we handle information about clients and third parties fairly and responsibly, including in compliance with relevant legal requirements and the Data Protection Act in particular;
· that our information is kept secure.

This policy should be read in conjunction with the information security standards and acceptable use policy set out [below] within the office manual.
Our firm’s risk profile

In accordance with ICO guidance we have made an assessment of the risks posed to the security of the information which we hold.  In particular, we have assessed our information’s sensitivity, financial value and what damage or distress could be caused if there was a security breach (e.g. if the information was destroyed, corrupted or improperly accessed by a third party).  We have also considered the nature of our business and our working environment.  Having done so, we have assessed the work across our firm as posing a [moderate/high] risk. The reasons for this are as follows:

· as a law firm we recognise that our operations automatically carry a certain level of risk in that we will handle personal and business affairs on a confidential basis;

· [consider whether in addition the firm handles especially sensitive information relative to other law firms e.g. information affecting national security, price sensitive information, high profile clients or cases, etc]
· [consider the nature of the work undertaken e.g. is this typically non-sensitive work for large organisations or do you work with a lot of sensitive commercial information or sensitive in the context of individuals’ health, finances, sexual orientation such as personal injury, mental capacity, criminal law or employment law]
· [consider the members of staff in your business and their experience and qualification e.g. do you typically work with a lot of junior unqualified individuals or is the firm made up only of very experienced qualified individuals and do you work with contractors or consultants etc]
· [consider physical factors which increase or mitigate risk e.g. shared offices, security at reception, use of ID badges in the office etc.  Note that paper light or paperless working can significantly reduce risks posed provided security is effectively managed];
· [consider the firm’s vulnerability to fire, flood, electricity being cut off or another similar major incident and to what extent your business continuity plan (see above) addresses this];
· [other relevant factors].

Our approach to managing risk in this area

The outcome of this assessment has informed the policies and procedures developed by our firm and the training provided to staff.  
[We have appointed an Information Officer to oversee compliance and best practice in this area.]
In terms of ensuring that our staff manage information safely and in accordance with best practice, we:
· have set out in our office manual a clear policy for staff on the standards expected when working with business information, including in the context of:
· client confidentiality and data protection, including guidance on the use of information for specified purposes only and keeping information up to date, a retention policy and a procedure for processing subject access requests;

· information security and acceptable use policies, including standards on keeping information safe in the office, on the go and when working at home;

· publicity, including a policy covering use of email, social media and adding content to our website;

· bogus law firm and fraud risks, including the need to verify the identity of solicitors we work with and exercising great caution in the context of banking information;
· train all staff on confidentiality, how to keep information safe and the requirements of the Data Protection Act as far as this is relevant to their role.  There is induction training for all new staff and rolling refresher training every [2 years].  See our learning and development standards [below] for further information.
In addition, we work hard to make sure that our infrastructure and processes as a business maintain the security of our information. We have obtained expert input from our IT [team / contractors] in ensuring best practice in the following areas:
1) Physical security: [overview of physical security steps such as use of security staff, alarms, a safe, servers being based in a separate room with added protection];

2) Encryption: [all of our laptops, tablets, phones and USBs are encrypted and where possible device tracking and remote wipe / disable access have been enabled. Our data is encrypted in transit and at rest];

3) Anti-virus and anti-malware software: we use [] software and this scans our systems every [   ];
4) Firewalls: [we use [] for intrusion defence and this has been configured carefully for our needs. Our web server is separate from our main file server in order to ensure that the confidentiality of client files is maintained even if our website were to be compromised.  Our website is also protected by a [] firewall [and is monitored for high-risk activity [by / with]];

5) Disaster recovery systems and backups: [overview of approach i.e. regularity of backups if not in real time, whether a cloud based backup or if some other form of offsite back up is used instead]; 
6) Software updates: [We have enabled automatic updates to our software.  It is especially important that our anti-virus / anti-malware and firewall software is kept up to date at all times.  [Our [IT team] therefore carries out reviews every [] to double check that our software and patches are up to date.  They also subscribe to [] security bulletin / newsletter in order to stay up to date with latest software weaknesses and other trends requiring action];
7) Access controls: [access to our system is restricted to staff members and access is immediately removed when a member of staff leaves.  [IT / other person] authorises all new system access requests in order to ensure that this is only provided to staff members and to escalate any queries to our COLP.  [Our system is configured so as to require password changes every [90] days].  Our [IT team] ensure that all default passwords are changed for the software and equipment we use and that old software is removed from our system and devices];

8) Vulnerability scans and penetration testing: [overview of steps taken to identify weaknesses in systems security and to ensure that staff are following acceptable use policy];
9) Disposing of assets: [to ensure that all backup and hidden data confidential information is properly removed from our IT equipment, we use a reputable contractor for this purpose [] who are [ISO27001] certified]; 

10) Secure remote connections: [overview of how security is maintained in this respect if used e.g. use of an SSL VPN]
This approach has been informed by input from our IT [team / contractor].  

Guidance and training is provided to staff to ensure that they do not inadvertently do anything which could undermine our infrastructure.  More detail is set out in our acceptable use standards for staff (see [below]).
Our staff manual includes a requirement to inform our Information Officer of proposed contracts to share information with third parties in order to ensure that the contract contains the paragraphs required by the SRA in terms of outsourcing and the Data Protection Act.  More detail is set out in our Outsourcing Policy [below].
Our website

We take care to ensure that our website is secure (see above), up to date, does not infringe copyright and is compliant with SRA requirements and applicable accessibility standards.  Our office manual sets out a procedure for approving web content and the standards expected in this respect (see [below]).
Other Data Protection Act requirements


This manual sets out how we comply with the Data Protection Act and includes clear staff standards and training requirements.  We are registered with the ICO and provide a privacy notice
 to every client within our standard terms and conditions to explain how we use their information. Our website provides appropriate information to users on privacy and cookies.
Identity theft and bogus law firms

We have set out in our office manual:
· a requirement to verify the authenticity of unknown law firms which we work with (together with clear guidance on how to do so);

· guidance on the warning signs of bogus law firms; and
· set out a procedure of oversight by our [COLP] where issues arise.

Our [COLP] has taken responsibility for considering SRA guidance on bogus law firms
 and fraud in the context of our business and staying up to date with scam alerts and trends.  Trends or alerts which pose a particular risk to us will be shared by our [COLP] with colleagues in a particular department or throughout the firm as appropriate.

Our [administrator]:

· conducts internet searches every [] against the name of our firm and [the names of our lawyers / our partners and a sample of our lawyers] to check whether our identity is being misused; and

· checks our authorisation on the Law Society Find a Solicitor web service to ensure that the details remain accurate and up to date every [];
· keeps a record of these checks.

Lexcel registers

We are required to maintain registers of information assets and software used by the business by Lexcel and these are [attached as an annex
].
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B. Staff compliance manual
This manual sets out our approach to achieving high ethical standards and SRA compliance in the behaviour of our staff (i.e. all partners / directors / members / owners and all employees including consultants and contract staff). It should be read together with our other policies and procedures.
It applies to every member of staff - partners, lawyers, secretaries and other support staff - unless specifically stated otherwise.  It is very important that all staff carefully read and follow the requirements of this manual.  A failure to follow the manual by any member of staff could have very serious consequences for the individual, the individual's colleagues and the firm itself.  This could include disciplinary action by us as your employer, including in serious cases dismissal.  All members of staff (qualified or not) could also in some circumstances face disciplinary action and potentially substantial fines and worse by the Solicitors Regulation Authority (SRA) for a failure to meet the SRA's regulatory requirements.  
All new starters are asked to sign to confirm that they have read, understood and consented to this manual as part of their induction. If you have any queries or concerns then please discuss these with your line manager straight away.
B1 Our ethical values
We strive to consistently achieve high ethical standards and excellence in the services we provide. Our goal is to demonstrate to our clients the following ethical values:
Frank, fair and independent
We will not compromise our integrity and will be candid with our clients. We will treat our clients fairly and put them in a position to make an informed choice about their legal matter. We will advise clients frankly of the options available to them. We will avoid conflicts between our own interests and those of our clients. We will not allow our advice to be influenced by financial or other interests.   
Acting in the best interests of our client
We will act in our clients' best interests to help them achieve their goal within the law. We will continuously strive for excellence in both our legal expertise and our client service. All of our lawyers without exception will take part in regular training to maintain their skills and knowledge. They will also be subject to matter reviews and follow our quality and compliance standards. 
We will not take on matters in areas where we do not have the expertise or resource to deliver a good service. Through good time management we will progress all of our client matters promptly and effectively.  
We want our clients to feel comfortable providing feedback to us on our service and we promise to deal with feedback, concerns and complaints received constructively.
Professional service
We will provide our clients with a professional service and will not do anything inside or outside of the office which would show us in a poor light.  Our firm and staff will not share information about our client or their matter with another person unless we are satisfied that our client is happy for us to do so (or unless we are required to do so by law).  
Our management team recognises that running our business well is essential to our staff providing the level of service that our clients deserve. Our management team will continuously and effectively monitor and manage operational, financial and strategic performance. 
Committed to justice and the rule of law
We will work with our clients to achieve their goals within the law. We will co-operate with the Courts and other authorities to help see that justice is done and that the law is followed.  We will never deceive or mislead the Court. We will not take improper or unfair advantage of our position as lawyers if, for example, we are working with unqualified or vulnerable individuals. 
We are grateful to our clients for their patience and understanding when we are required by law to provide certain information to them or to seek certain information from them.  
Respect
We will respect the rights and dignity of our team, our clients and others. We value the benefits which a diverse workforce and client-base brings.  We will run our business in a way that encourages equality of opportunity and respect for diversity.
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B2 Information we need from our staff
Events which must be reported to the SRA
Our staff, as well as our firm, have obligations to report certain events to our regulator (the SRA). We also need certain information to manage compliance risks in the firm. 
General matters which should be reported
Please therefore inform your line manager and the firm's Compliance Officer for Legal Practice (COLP) as soon as possible if you are or have been:
· charged with an indictable offence or given a warning, a caution or have been convicted in respect of any criminal offence (other than traffic offences where the outcome is points on your licence or less severe or the conviction is spent);
· the subject of a finding of dishonesty or discrimination in a Court, Tribunal or similar; 
· made the subject of bankruptcy proceedings or enter into or make a proposal to enter into an Individual Voluntary Arrangement (IVA) or similar;
· had a Crown Court Judgement (CCJ) made against you personally;
· removed from office of trustee for a charity by order;
· subject to director disqualification proceedings or to action in respect of an offence (including alleged offences) under the Companies Act;
· subject to a regulatory investigation (whether by our legal services regulator the SRA or not); or
· found to have cheated on a professional exam or similar.
If you are a lawyer and your right to practise lapses or is put at risk you must inform us immediately. We keep a central record of current practising certificates and similar to ensure that all of our lawyers are properly authorised to practise.
[In accordance with our SQM standard, instances where processes have failed to meet this accreditation standard should be our Quality Representative (insert name) in order that they can oversee our response to the issue.]
SRA compliance matters which should be reported
In addition, if you feel that the firm or its staff have failed to meet an SRA requirement (including that the firm may be experiencing significant financial difficulty) you should discuss this with your line manager and send a Potential Breach Notification form to the firm's COLP as soon as possible.  Our COLP will check the relevant provisions for notifying the SRA and seek advice if necessary.  A decision will then be made as to whether the matter needs reporting to the SRA and you will be told what that decision is.  Please do feel free to discuss such matters with your line manager or our COLP prior to completing the form. Some SRA provisions can be interpreted differently and we encourage open and constructive discussion on issues which arise and whether. Report to the SRA should be made.  If for some reason you do not feel comfortable following the approach decided upon by the COLP then please do discuss this with our COLP or your line manager so that consideration can be given to your concerns. Also, though we hope that it will rarely be necessary, you can discuss serious concerns which you have about the business with a management committee member of your choosing under our Sharing Concerns Policy.  
Please also inform our COLP if you become aware of serious and concerning conduct by solicitors outside of the firm as this also needs to be reported to the SRA. We may have a duty to report this to the SRA also.
Who will report what
We may report all relevant matters to the SRA including issues arising in respect of our staff. However, if you personally are obliged to make a report to the SRA then you should not rely upon our doing so for you unless this is expressly agreed to by your line manager and our COLP.  In particular, individuals directly regulated by the SRA such as solicitors must ensure that changes to their personal details such (i.e. a change of name, home address, being admitted as a member of a legal profession other than as a solicitor and a new practising address) are reported to the SRA. 
Staff with management and Human Resources responsibilities have some additional reporting obligations. In particular, the requirement to notify the SRA about significant changes in the business is capable of a very broad interpretation. The management committee will consider as a standing item in its meetings whether changes in business operations or strategy (among the other reporting requirements) should be reported to the SRA. We maintain an SRA Reporting Checklist for this purpose. 
Personal and business interests: conflict of interest checks
Information we ask staff to provide
Before we act for a client in a matter we will check if there is a risk of a conflict between our interests and those of the client (among other things). There are professional rules of conduct to follow in this area. Therefore, we ask fee-earning staff to inform us:
A. if you are a partner, member, director, trustee, owner (including part-ownership but excluding pension fund schemes where specific investment decisions are delegated) or similar in an organisation other than this one;
B. of your own residential postcode(s) and preferably those of direct family members (parents, children and siblings) aged 18 years or over.
If you are a partner of the firm, we also ask that you provide us with the same information as set out in A above for a spouse or civil partner (you do not need to provide us with your spouse or civil partner's name.
Fee earners who join us from another firm as a partner of our firm are also asked to provide us with the names and postcodes of clients for whom they have regularly acted in the last three years (please discuss with the COLP if you feel you would be prevented from disclosing some of this information for reasons of confidentiality).  
Please update us of changes to this information.
How we will use this information
This information will allow us to contact you where appropriate if we are proposing to act in a matter which may involve you, a close family member or an organisation which you are connected to or hold confidential information about. It also helps us to ensure that we comply with the SRA's disclosure duties on lawyers and law firms having an interest or connection to certain 'separate businesses'. We will not use the information provided for any other purpose. The information which is made available to fee earning staff to check for firm and staff interests before we act in a matter will be anonymised. Only our COLP and our Compliance Officer for Finance and Administration (COFA) will have access to the information identifying to whom the potential interest belongs. 
All such information will be kept for a short period of 12 months after staff have left in case questions about past conflicts checks arise but will be destroyed afterwards.
This is only part of our approach to identifying conflicts of interest, see the new client instructions section of this manual.
Other information we need from staff
Please bear mind mind that other policies and regulations do impose some additional obligations on staff to report information to us. The following is not an exhaustive list but includes other key requirements:
	What
	How
	To whom
	Further info

	Suspicious activity (Proceeds of Crime and Terrorism Acts)
	Suspicious Activity Report Form
	Money Laundering Reporting Officer
	See our Anti-Money Laundering Procedures ([below]) and see the  Law Society Practice Note

	Client complaints
	[Complaint notification form / making an entry on our complaints log]
	Line Manager and Client Care and Complaints Officer
	Feedback and Client Complaints Policy

	Serious concerns you do not feel comfortable raising in normal way
	As you wish
	A member of the management committee of your choosing
	Sharing Concerns Policy

	Circumstances which may or have lead to a claim against the firm or a member of staff
	By email
	[COLP / Negligence and Indemnity Officer]
	Speak to our [COLP / Negligence and Indemnity Officer]

	Information about training you have attended which is not held in-house
	[Training record form / making an entry in your training log]
	Human Resources / line manager
	Speak to Human Resources or your line manager

	An investigation or other form of non-administrative enquiry from the SRA, the Legal Ombudsman, the Information Commissioner's Office or from another regulatory body
	By email or similar
	Our COLP
	N/A


We may from time to time require additional information from staff, including where this information is required by the SRA.
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B3 New client instructions
The following information is intended to highlight the key ethical and conduct standards expected of staff when new clients are taken on.  
Declining new instructions
We may in some circumstances decide to not take on a new client or a new matter. This might include when:
· we do not have the expertise or capacity to do the work to a good standard (you should speak with your line manager if you have any doubts at all in this respect);
· there is a conflict of interests or a potential conflict of interests (which may include for these purposes where we hold confidential information in respect of a connected party);
· the matter is deemed to be especially high risk (see below for the factors which we have identified as indicating a high risk);
· to do so would facilitate the commission of illegal activity.
A line manager should be made aware if we are declining instructions where a client wishes to instruct us and has the means to do so. This allows us to have oversight in this area.
In accordance with our diversity and inclusion policy and our values, we will treat clients fairly when making such decisions and will not discriminate.
If we decline to act for a person then the lawyer dealing will:
· confirm this in writing as soon as possible;
· explain that this does not mean however that it is not a matter which could not or should not be pursued by other means; 
· explain the client's possible options for pursuing the matter;
· highlight any critical dates or potential deadlines which should be borne in mind;
· where we have received confidential information about the client's matter, ensure that we still enter the details onto our conflicts system.
Where practicable we will also endeavour to direct individuals in need of advice to alternative sources of support, such as a local Citizens Advice Bureau or Law Centre. Legal aid enquirers will in particular be signposted to another legal services provider where one is available. This will include providing the individual with the appropriate contact details for the alternative provider where available and the government's online legal aid provider search tools: http://find-legal-advice.justice.gov.uk.
Accepting new instructions
Enquiries about new matters should be referred straight away to a relevant department head or line manager.  This applies whether the enquiries are received by telephone, e-mail or in person. 

New work is generally allocated to a lawyer by a [head of department or a line manager]. This is done fairly taking into account the following (among other things):
· the stage of the relationship with the client;
· the significance of the client's business to the organisation;
· the capacity of team members to take on new work. We must be satisfied that we have the sufficient resources to deal with the matter;
· the expertise required for the work. We must be satisfied that we have the sufficient competence to deal with the matter;
· the skills and strengths of team members; and
· the risks posed by the work.
[In accordance with the requirements of our Specialist Quality Mark (SQM), we also have regard to the role staff members are required to fulfil and skills.]  
We are fortunate that our staff network and do other excellent work to bring business into the firm. While line managers should be made aware of new work and new clients in particular we are generally happy for staff to get to work on new business which they bring in straight away. However, for high risk matters (see below for our definition of high risk matters) we ask staff to seek the agreement of the department head (or delegate line manager) before taking this work on.
Department heads and managers consulted on matters will make time to consider them urgently in time critical matters.
Risk assessment of new matters
All of our lawyers must give consideration to the potential risks posed by a new matter when it is taken on.
We have identified certain ‘flags’ in client matters as indicating that the matter poses, or may well pose, a high risk to our business.  These generic risks are as follows:
· our potential liability if a mistake is made in the matter exceeds £m;
· our potential liability if a mistake is made exceeds our professional indemnity insurance limit (there are limited circumstances in which we can take on such matters – see below);
· a professional negligence claim has been made or is likely;
· a complaint has been made or is likely;
· the instructions relate to a new work type or jurisdiction; 
· the client has a history of disputes, complaints or litigation with prior representatives;
· the client owes a significant debt to the firm;
· there are critical deadlines in the matter which are approaching;
· the client is a relative or friend of the lawyer;
· the matter will require significant work on the part of colleagues other than the fee earner taking on the work; 
· a risk to our independence i.e. we have identified some form of pressure upon our ability to advise and act independently; 
· anti-money laundering or mortgage fraud warning signs are present or enhanced due diligence has been performed for some other reason;
· work is being undertaken free of charge and this is not usual for this type of work.
[In accordance with Lexcel requirements, each department also has a list of area specific high risk factors which are shared with the staff in their area.  These area specific risks are owned by the supervisor for each department who, among other things, ensures that they are up-to-date.  The aim is to share knowledge and lessons learnt on specific problems which can arise in the area of work in question.  The area specific risks are split up into high risks posed in respect of:
· general professional conduct;
· professional negligence claims;
· money laundering and financial crime;
· information security; and
· financial loss.]
Where one or more of the [generic or area specific] risks apply, the matter will be treated as ‘high risk’.  Line managers may, at their discretion, also designate a matter as high risk if they are otherwise concerned that the matter requires closer attention than usual.
Once a matter becomes high risk it will be marked as such and the appropriate [line manager / head of department] must be notified straight away. Line managers maintain a centrally accessible record of high-risk matters in their team.  [For the avoidance of doubt, the same procedure should be followed if a high-risk matter is identified during the life of the matter or upon its conclusion (in accordance with Lexcel requirements).]
An enhanced level of risk management and oversight is applied to matters identified as high risk. In particular: 
· the matter will be allocated to a senior lawyer;
· important documents and advice prepared by the fee earner dealing will be reviewed by another senior colleague before being finalised;
· the status of high risk matters will be reviewed at 121 meetings by the line manager;
· the number of high risk matters per business area will be monitored by the management committee periodically and trends may be investigated.
In terms of identifying risks to our independence, this should be considered in consultation with your line manager and considered objectively.  Lawyers failing to act in the best interests of the client or failing to fulfill their duty to the Court because of some other interest in the matter has been at the heart of many very serious matters before the Solicitors Disciplinary Tribunal.  Even if are satisfied that conflict of interest rules do not prevent us from acting there may still be a residual risk of pressure upon us in how we handle a particular matter.  For example, if we receive a lot of work referrals from a particular bank, expert agency, search provider or financial adviser we may feel at some stage in the transaction that this third party would want the matter handled in a particular way.  However, we must advise the client and fulfill our duty to the Court independently and never allow (formally or informally) other interests such as a desire to continue to receive work to influence our work.  For the avoidance of doubt, you should not normally act in a matter in which you have a more formal interest such as a material financial interest in a matter other than our properly incurred professional fees.  Please speak to our [COLP] if in any doubt.  [In the context of referral arrangements our [COLP] may set out bespoke monitoring processes rather than allocating large numbers of files into our high-risk category on the grounds of a risk to independence.]
Opening a new client matter
A new client matter must not be opened unless and until:
· a conflicts search has been completed; and
· we have completed our 'know your client' checks.
[It is our policy to conduct preliminary conflict of interest [and due diligence checks] before meeting with a client for the first time in order to identify potential difficulties at the earliest possible stage.] 
Conflict of interest search
Our standard procedure for checking conflicts of interest should be followed.  This procedure involves checking whether: 
· we act or have previously acted for another party involved in a client matter (or in a related matter).  This is in case there is a 'client conflict' of interests or in case we hold confidential information about another client which may be relevant to the new client's matter. Either scenario may mean that we are unable to act, even though there may not be a conflict of interests as such;
· our firm or staff have an interest in the matter (or a related matter). Again, in such circumstances we may not be able to act in the matter by reason of an 'own interest' conflict.    
We maintain information on our current clients, past clients and known interests held by key staff in the firm which must be checked.  
In addition, our lawyers should be satisfied more broadly at the outset of the matter and throughout its life that there are no other factors which may give rise to a material conflict between client interests, between our interests and those of the client and that we do not hold material confidential information about another relevant person.  This is critical because, however hard we work at our systems for identifying such scenarios, database searches alone should not be relied upon as a complete solution.  
If a new party is added to a matter (in litigation for example) then the lawyer dealing must conduct a further assessment in respect of the new party.      
If you discover that we act or have previously acted for a party connected to a client matter or that we, you or another member of our staff (including partners) have an interest then it may still be possible to act in the matter.  For example, in conveyancing transactions it is possible in very limited circumstances to act for a buyer and a seller provided that certain conditions are met.  [However, we consider that the presence of a potential conflict or knowledge of any confidential information about a related party to pose a high risk.  Therefore in all such cases you may only act with the approval of [our COLP / Conflicts Committee]. Our [COLP] will check the relevant provisions and seek advice if necessary. If you receive approval to act then it is important that you follow any guidance which is given at that time on the steps to take to manage the risks posed. If you do not agree with the decision of our [COLP] then you can ask for [guidance to be sought by the COLP from the SRA's professional ethics guidance team (if this has not already occurred) / an independent opinion] and for the decision to be reviewed with our [managing partner / management board] in light of this.]
A record of the checks conducted and steps taken in this respect should be kept for as long as the file itself is kept.
In accordance with Lexcel requirements: 

· all staff receive training on identifying and managing potential conflicts of interest in accordance with our core induction and rolling training programmes; and
· we define client conflicts, confidentiality conflicts and own interest conflicts [in accordance with the SRA Code of Conduct].
Customer due diligence
Our standard 'know your client' checks should be completed for each new client as well as good practice in this area generally. We must be vigilant in particular in respect of the risks posed by money laundering, proceeds of crime, terrorism and mortgage fraud in accordance with our policies and procedures in these respects.  See our Money Laundering Procedures for more information on the process to be followed.
Client care information and standard terms of business
Every client must receive a client care letter and our terms of business.  Our standard client care letters and terms of business should be used.  Unless there are exceptionally urgent circumstances a client care letter and terms of business should be sent to each client before work is conducted in the matter.
The templates include sections which should be added to by you.  Otherwise, if you wish to amend the standard text in these documents then your line manager and our COLP should approve the amendments. Our COLP will check the relevant provisions and seek advice if necessary. 
In keeping with our ethical values (above), when taking on a new client staff should consider the following in addition to the points covered in our standard client care letters and terms of business:
· provide the client with a [written] summary of what we understand that the client requires;

· set out for clients [in writing] the plan of action proposed for their matter, including who will do what [and any known key dates];
· guide clients towards a retainer suitable to their needs, including advice on options available to them and warning clients where there is a risk that the costs involved will outweigh benefits. [Clients must understand how we will update them about costs developments and likely payments client will have to make in foreseeable future.  This advice must be confirmed in writing];
· refuse to accept instructions which compromise the law or our duty to the Court;
· take extra care to see that 'joint clients' and vulnerable clients are treated fairly;
· be satisfied that our agreement with the client complies with any applicable legal formalities or restrictions.  For example, there are provisions governing the use of contingency fee arrangements. Speak to our client care and complaints officer if in doubt;
· make reasonable adjustments in terms of how our services are delivered where required.  For example, some clients may prefer or need to communicate orally rather than in writing or may need some form of assistance or for certain arrangements to be made when attending our premises. Staff must be alert to the possibility that people may need adjustments to be made in order to work with us and treat those around them with respect. Further information is available in our Inclusion and Diversity policy.  If you are in doubt, consider the Law Society practice note on the Equality Act and speak to our Equality and Inclusion Officer.
It is important to stress to clients in appropriate cases that in some circumstances our professional duties may override their instructions.  For example, we must never mislead the Court and may need to disclose certain information in lender clients in a conveyancing transaction.  [We have template wording within our standard client care and terms for this purpose.] 

[In accordance with Lexcel requirements, the strategy for the client matter should be clear from the file, updated as appropriate and in more complex cases a project plan should be developed.]  [In accordance with the requirements of our Specialist Quality Mark (SQM), a case plan for complex cases should be made available to the client and reviewed and updated periodically.]
If when taking new instructions from a non-business client you will not be meeting the client or will be meeting the client outside of our office, you must use specific documentation and follow specific guidance for this.  This is because we need to comply with the law on distance selling and entering into a contract at a consumer's home or place of work
. Please speak to our [COLP] or our client care and complaints officer for further information as a failure to meet these requirements could have serious consequences for our business and our ability to bill the client.
We have assessed and purchased professional indemnity insurance cover which is appropriate for our business.  The SRA has stated in the past that the intention of the obligation to assess and purchase appropriate cover is not necessarily to ensure that insurance covers every possible risk.  Subsequent guidance however indicates an expectation that clients matters will be fully insured for negligence and that where this is not the case we must be sure that our clients understand this fact and its implications clearly.  [Therefore, we will generally speaking not take on work where our potential liability exceeds our indemnity cover, with any limited exceptions being signed off by our [COLP / Managing Committee]. / However, our work routinely concerns high value transactions with clients who are sophisticated users of legal services and it is not unusual for our potential liability to exceed our indemnity cover.]  Whenever we act in such a scenario the fee earner must discuss this with the client and make a clear record that we are satisfied that the client fully understands that any error in excess of our limit may not be compensated for in the event of a claim.]  [This should include a discussion on our standard exclusion of liability provisions for high-value matters.]  All such matters must be designated as high-risk (see [above]).
As the client matter progresses staff should look out for changes to the information provided to clients at the outset and check that the client has been updated as appropriate.  This is considered further below.
Verifying the identity of solicitors we work with

Identity theft and bogus law firms are very serious and growing threats to us. Firms have had millions of pounds stolen by fraudsters impersonating law firms and lawyers.  When you start working with other solicitors (on the other side of a matter for example) you should be satisfied as to the identity of whom you are working with and that they are working in a genuine firm.  Some individuals and firms will be well known to you.  However, if you are working with an unknown firm or a new individual in a firm then we must: 

· check the information which we have received against the Law Society Find a Solicitor service, verifying the name, address (the office you are corresponding should be listed as either the head office or a branch office), SRA number, general contact number, website and email domain (i.e. the @bloggs part).  Similar checks should be undertaken for the individual you are working with if they claim to be a solicitor;
· google the firm and individual to verify that:

· there is only one website coming up for that firm;

· the name, address, SRA number, general contact number, website and email domain (i.e. the @bloggs part) of the firm are consistent with the information which you have been provided with
· keep a note on the file to confirm that these checks have been performed (or alternatively if the individual, firm and contact details are well known to you then this too should be recorded).
Fee earners should retain oversight of this process [but these checks will be performed by [our administration team] for all new matters as part of our new matter set up process.  As with conflicts checks, the appropriate checks should also be performed if new parties (and in turn solicitors) are added in the course of a matter. Our [COLP] must be notified immediately of any discrepancy in respect of these standard checks and no money should be sent to the firm while further checks are undertaken.  Our [COLP] will oversee the completion of further checks to confirm that we are working with a genuine law firm.  
In addition to the standard checks set out above, you should also consider more in-depth enquiries if for some other reason you are concerned that a firm may be bogus.  The SRA has suggested that the following factors could give rise a suspicion that a firm is bogus:

· errors in spelling, grammar or terminology.  In one case a bogus law firm spelt the town where it was supposedly based incorrectly on its letterhead;
· failure to include necessary information in letterhead and emails, such as the words “authorised and regulated by the SRA” and the inclusion of an identifying number;

· telephone numbers and fax numbers which are inconsistent with those actually used by the firm in practice;

· calls being diverted to a call-back service;

· a firm apparently being based in serviced offices (though increasingly smaller firms are making use of such facilities so this of itself does not necessarily indicate a problem);

· contact details are limited to mobile telephone numbers and free web accounts such as Gmail, yahoo or similar.  If all email is received from a generic (i.e. info@ or similar) email account consider double checking on the firm’s site if this is the correct contact;
· a firm appearing to open a branch office a considerable distance from its head office for no obvious reason or the sudden appearance of a firm in your locality with no obvious link to the area;

· the website domain included in the email address (i.e. the section after the ‘@’ symbol) is different to the firm’s website address;
· a bank account based outside of England and Wales or in a different part of the country to which the firm is supposedly based.  Under the SRA’s accounts rules client accounts must not be based overseas and so the former would be a major red flag; or
· a bank account with an unusual name or one that does not exactly match the firm’s name.
Some of these factors, such as the lack of a landline or a non-customised email address, can be simply explained in many genuine firms.  However, you should double check the veracity of the details provided if warning signs appear and if you are in any doubt at all please seek guidance from our [COLP].  Our [COLP] will liaise with the SRA where appropriate.  It is better to be certain that we are working with a legitimate firm of solicitors than to risk client money and confidentiality, even if in most cases such issues can be easily explained.
Key dates and the central diary
Key dates must be recorded on each file as soon as known and diarised by each lawyer with responsibility for the matter. This task will include ensuring that there is a centrally accessible backup reminder of the key date for the line manager. 
By 'key date' we mean a date by which we should do something and if we fail to do so then there is significant risk of our business being found to be negligent.  For example:
· in contentious work:
· the deadlines for issuing and serving Court proceedings;
· an unless order in litigation (i.e.unless a certain step is taken by a specified date then a significant sanction will be imposed by the Court);
· limitation periods, whether in general litigation or in other areas such as judicial review, employment law or inheritance claims; and
· in non-contentious work (such as commercial, property or tax transactions), the filing of certain notices or registrations the delay of which could have financial or other consequences for our clients.
This system is intended to ensure that in the event of one staff member missing a date for whatever reason it can be picked up elsewhere. It is a safety net only and staff should assume that responsibility for hitting our key dates sits with them alone.
Where a key date is identified, staff should take the necessary step well in advance of the deadline if possible. Staff must not leave the work required to the last minute as this represents an unnecessary and significant risk to our business. Where practicable key dates should be met (and backup entries subsequently removed) three month before the deadline at the latest. Line managers will review with staff their forthcoming key dates monthly and staff will be expected to explain why required action has not been taken.

Our [COLP] reviews the key dates log on a [quarterly / six monthly / annual] basis to identify trends and potential problems.
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B4 Confidentiality and data protection
As well as professional conduct duties to keep client information confidential and secure we also have general legal duties which govern how we handle personal information. 
We set out below the standards expected in this area and staff will receive training.  
More information on the Data Protection Act requirements (including definitions of terms such as personal data, data controller and data processor) is available on the ICO website.  If you have any concerns or queries then you should speak to our [Information Officer / COLP].  While the Data Protection Act may not apply to all client information, as a matter of firm policy our starting point is to seek to apply the same high standards to all client information we handle.  
Keeping information about our clients confidential
All staff must keep all information about our clients confidential. Though the Data Protection Act will not apply to all client information, the professional obligations owed by solicitors almost definitely will.  

Broadly speaking, the only time when client information should be shared with another person is when (a) the client consents or (b) we are required to share that information by law.
(a) client consent
Sometimes client consent can be assumed by staff if sharing certain information is part of a known or obvious step in their matter or if the information is already available to the public. For example, clients will know that we need to disclose certain information in litigation when we are corresponding with the other party, with the Court and a barrister. In contrast, a press release which reveals the fact that we are acting for a client may not be envisaged by the client and we should specifically check with the client that they're happy with this first. If you are in doubt as to whether the client is happy for their information to be used in a particular way be sure to check with the client.  This is especially important if the information is sensitive (see below) or if we are working with vulnerable individuals.
If we are proposing to use a third party supplier for any part of our legal work such as for photocopying client files, storing client documentation in 'the cloud' or to otherwise provide access to client related materials then this must first be approved by our [Information Officer / COLP]. Our Outsourcing Policy must also be followed (see [below]). This is to make sure that appropriate agreement has been reached about how the information will be used and kept secure and confidential. We are required by the Data Protection Act to include certain paragraphs within the contract about maintaining the security of the information as if the Act applied and only using information in accordance with our instructions (see our Outsourcing Policy for more detail). Our Information Officer will maintain a record
 of any approved suppliers e.g. courier companies with whom we have an existing compliant arrangement. 
(b) legal requirements
In some circumstances we may be required to disclose client information by law. 
Suspicious activity reports for example may be made by our [Nominated Officer / Money Laundering Reporting Officer (‘MLRO’)].  Remember that clients should not be told about reports in such cases as this may constitute a 'tipping off' offence. See our Anti-Money Laundering Procedures for further information and guidance on when to report a matter to our MLRO.  
All other disclosures made to fulfil a legal obligation without client consent must be agreed by our COLP and Information Officer. They will check the relevant provisions, including Chapter 4 of the SRA Code of Conduct and Schedule 2 (and Schedule 3 where sensitive personal data is concerned) to the Data Protection Act 1998 where personal data is involved, and seek advice if necessary.
How we use client information
Using client information for a specific purpose

All information received from our clients must be handled fairly.  Our standard retainers include a privacy statement which provides information to clients about us and how we will use their information i.e. in connection with the provision of legal services.  Staff must not use the information for any other purpose unless provided for in this manual or with the prior approval of our [COLP / Information Officer].  For example, staff must not:

· access client information held in another part of the business out of curiosity or for other non-work purposes; or
· use client contact information to market something which is not our own legal services or products.
We’re delighted when staff take the initiative to develop a marketing event or idea but please speak to our [Information Officer / COLP / Marketing Manager] before using client data for a promotion. There are specific legal requirements which we need to comply with including under the Data Protection Act and the Privacy and Electronic Communications Regulations.  [Our marketing team receive separate more in-depth training in this respect and will be able to guide you].
Maintaining accurate up to date records

Staff must amend out of date or inaccurate information which we are currently working with as soon as possible.  For example, if we are told of a new home address for the client or that we have incorrectly recorded something in an attendance note then this must be updated on our system straight away.  This does not mean that historic records should be altered however.  On the contrary, we should retain an intact record of previous activity e.g. that at the outset of a matter the client lived at another address to which correspondence was sent.  It should be clear however that such records are historic.  
Under the Data Protection individuals have certain rights in relation to amending / destroying potentially inaccurate information and compensation can also be claimed where damage is suffered.  If you receive a request to amend or erase personal information or a request for compensation then please contact our [Information Officer / COLP] straight away.  

Storing only the information about individuals which we need

Information about living individuals which we gather and store should be relevant to the work we are undertaking and should not be excessive for our client’s needs. If it is clear that we no longer require information gathered about a certain individual then we should only retain the minimum necessary to keep an audit trail of what we have done.  See below for details of our retention policy i.e. how long we will generally store client papers for.
Information about colleagues, team members and job applicants

It should be noted that the requirements summarised above apply equally to personal data (i.e. information about an identifiable individual) relating to colleagues or job applicants.  
Keeping a record of what we have done

Staff are required to keep an accurate record of all of our work in respect of a client matter and such records must be accessible electronically.  This includes [writing up / typing up] notes on telephone calls and meetings as soon as possible after they take place.  It is particularly important that a record of an activity or issue is made as soon as possible where our being able to evidence that activity or issue is of particular importance.  For example, binding oral agreements upon which we will seek to rely or any statement which could bind or otherwise commit our business must be recorded very carefully.

It should be clear from each file what has happened and what stage the matter is at if the lawyer dealing is suddenly away from the office.  Electronic records should be named and stored in such a way as to be easily retrievable, even by those not familiar with the matter. It should be clear whether an electronic document is in a final format i.e. whether a document has been sent or is in draft.
Staff are encouraged to be vigilant in ensuring that electronic matter records are only stored long term in the appropriate place.  Be careful not to retain copies of client information indefinitely in other places on our system such as [outlook (which should be subject to periodic clear outs) or personal drives (i.e. the local ‘C drive’)] and never on a personal device.  Otherwise we risk compromising the Act in that our automated destruction processes will not cover these documents.

Retention policy: matter archiving and destruction

We retain client files for a certain period of time in case of a negligence claim or other subsequent query or issue arising in a client matter. However, under the Data Protection Act we cannot keep information about an identifiable living individual indefinitely.  It is also good practice to not keep information which we no longer need.  Staff are therefore required to follow this policy on retaining and destroying client files.  

At the end of a client matter we must explain to the client how long their information or other assets will be stored for and return any original documents or other property belonging to the client.  Original documentation or other assets should not be destroyed without informed client consent.  If you cannot contact the client and believe that an item should be destroyed then please speak to our [COLP / Information Officer].  If we are storing documents such as deeds or a will for the client then this should be highlighted to the client. Otherwise, our policy is to:

· retain trust files and documentation for [e.g. as long as the trust is active and in the case of trust administration files to the end of the trust plus 6 years / a period of XX years]; 

· retain other client matter paper files for a period of [e.g. 15] years;

· retain other electronic matter files for a period of [e.g.15] years;
· [as appropriate]
We have selected these timescales with reference to Law Society guidance on this subject.  They are intended to help minimise the risk that we do not have access to key information in the event of a ‘date of knowledge’ negligence claim or a tax enquiry or another issue arising. Clients are informed of this policy at the outset of their matter in our standard terms together with information of any charges made for storage. 
For the avoidance of doubt, all documentation and records relating to money laundering checks must be retained for at least 5 years under the Money Laundering regulations.

As a business we are also subject to certain obligations to retain or destroy certain data in respect of health and safety, finances and recruitment processes (among other things).  Please refer to the appropriate policies in these areas for further information and seek guidance from your line manager / our COLP if you are unsure.

Subject access requests and data protection complaints
Like any other business, we are required to provide an individual with access to the personal data (i.e. information about them as an identifiable living individual) which we hold in respect of that person following a written request to do so made in accordance with the Data Protection Act.  This is subject to payment of a £10 fee which our [Information Officer / COLP] may decrease or waive on a case by case basis (but not increase).  
Subject access requests should addressed to our [Information Officer / COLP].  If you receive such a request then this must be passed to our [Information Officer / COLP] straight away.  This is because ordinarily we have a statutory deadline for complying with the request of 40 calendar days. Please bear in mind that these requests need not refer specifically to the Act or be termed a ‘subject access request’ or similar in order to give rise to our obligation.  Staff should look out for any request by any individual for information which we hold about them and if any doubt should discuss this with our [Information Officer / COLP].  Our [Information Officer / COLP] will liaise with you to: 
· confirm that the individual is who they say they are;

· assess what information can be provided, which will include consideration of the exemptions under the Act and whether anything needs to be redacted from the documentation (e.g. because it contains confidential information about another person); and 
· seek advice if necessary.
In some circumstances we may hold information on behalf of a client which relates to another individual who asks us to supply them with a copy of that information.  For example, in a dispute resolution matter our client may have provided us with personal data concerning their opponent and that opponent may wish to see this information.  However, we will not be obliged to treat this as a subject access request because we are the data processor in such circumstances rather than the data controller
 i.e. we did not gather this information from the individual in question, it was provided to us confidentially by our client.  We should however do all we can to assist our client in complying with any subject access request made to them about information which we hold within the appropriate timescales.  Please liaise with our [Information Officer / COLP] in cases such as this.  
Similarly, any complaint by an individual about how we are processing their personal information should be referred to our [Information Officer / COLP].
Information security 

We have ethical and legal obligations to keep the information which we work with safe.  In order to do this it is vital that our staff follow good practice inside and outside of the office.  We are primarily concerned in this document with information relating to a client matter but bear in mind that other business information (i.e. concerning recruitment or finances) should also be kept confidential.  

We set out below standards which must be met by staff when working with confidential information.  If you are working on a high-profile matter, [a matter which impacts upon national security] or with other sensitive information; then obviously greater vigilance should be applied.  [When working with government bodies or departments we must adhere to the appropriate standards expected of us].  Information might otherwise be ‘sensitive’ where, for example, it relates to a child, a victim of an offence, a witness who may be at risk of violence if their identity is exposed, transgender information
, information about a listed company which could materially impact share price or is ‘sensitive personal data’ i.e. information which concerns an individual’s race or ethnic origin, political opinions, religious beliefs or similar, trade union membership, health condition, sex life, commission or alleged commission of an offence or any proceedings for an offence. If you are not sure if the steps you are taking to protect the information is adequate then please speak to our [COLP / Information Officer / IT department]. 
As well as following the requirements set out below, staff should ensure that they are familiar with our acceptable use policy for using business resources (see [below]).
Information security in general
Staff should ensure that all confidential papers and electronic devices are locked away at the end of each day.  Don’t leave papers on your desk, at a printer, on a fax machine or in meeting rooms.  During the working day staff should be conscious that there may be visitors to the office who could see papers which are left out.  Staff should also lock their screen when the computer is not in use.
When disposing of confidential papers staff must ensure that this is done in a secure way i.e. [by using one of our secure confidential waste bins / by shredding it].  

When you pick a password staff should follow best practice which includes ensuring that:
· it is at least 8 characters long and uses a combination of words, numbers, symbols and both upper and lower case letters;

· they do not use a password which might easily be guessed such as ‘Password1’, ‘Hello2U!’, ‘qwerty’, ‘123456’ or their name, username, vehicle registration, date of birth or a family member’s name;

· the password is not written down and left in the office, particularly not on a post-it note on the computer or a similar location;

· they do not share their password (or any other account details such as username etc);
· they do not use the same password for work as for personal devices or accounts.

[Visitors to the offices must obtain a visitor badge from reception before entering.] [Staff are encouraged to politely enquire if an individual is being looked after if they are not a member of staff and are not displaying a visitor badge.] When meeting clients in reception care should be taken to ensure that confidential information is not inadvertently shared with other individuals present in the reception area.  Quick discussions or the seeking of a signature can easily become more involved and a meeting room should be made use of.
You must never store your login details to any of our systems using a cookie or autofill function or similar.  For example, if accessing any of our systems from a web browser never click ‘Remember me’ or similar.  Otherwise you risk another user being able to gain immediate access to our system simply by gaining access to the same device which you have used.  This is especially important where you are using a device which may be used by others. If this does occur in error then you must inform [IT] immediately.
Verifying a caller’s identity

When receiving telephone calls on client matters you should be satisfied of the identity of the caller before discussing any details.  If you cannot readily and confidently identify the caller from their voice ask for [two pieces of information which the individual in question would have access to but others would not].  This might typically include [our reference number and a piece of personal information such as date of birth or similar].  Be particularly cautious if you are working on a high-profile matters or with information which is sensitive or could be used to pursue a fraud. If you cannot be sure who you are speaking with, consider looking up the organisation’s contact details separately on the internet and calling the person back on a separate landline which you have obtained from a source other than the caller.  [Our template telephone attendance notes include tick boxes to enable you to record which approach has been adopted for each call.]
Securing our correspondence
When addressing confidential information to another person it should be marked as [‘Strictly private & confidential’].

[Staff should not send very large volumes of personal information or any very sensitive information by normal post unless it is contained on an encrypted device supplied by us.]  
Confidential information should be encrypted even if you are using a courier to transport the device in question.  Seek guidance from our [IT team / Information Officer] before sending very large quantities of confidential information externally.
When sending email staff should ensure that they:

· only use a work email account for work correspondence.  Documents and correspondence relating to work should not pass through a personal email account such as Yahoo or Gmail;
· double check the addressee(s) before sending;
· encrypt [sensitive information or large volumes of / all] personal information. Our policy is to encrypt [attachments to the emails by using MS Word / Excel (2007 or later file format only) password protection / [] software which can be found [] / with input from our IT department];
· look out for generic email addresses which may have more than one recipient accessing the email;

· use the blind carbon copy (‘BCC’) field if you are sending an email to a large number of recipients who have not consented to their email address being shared with others.

In high-profile matters or where sensitive information or information which could be used to pursue a fraud is concerned consider not sending the information by email at all even if encrypted. If in any doubt, speak to our Information Officer and our IT specialists.
Please be very careful if you are using a fax machine to send confidential information.  If you have to use a fax machine then use a covering sheet to make clear that the communication is confidential and for the addressee only.  Double check that the number has been inputted correctly before sending.  If you are sending a fax to an environment used by individuals other than the intended recipient then consider asking that person to wait for the fax at the other end (though this would not be necessary if sending it into a secure professional environment such as another solicitor’s firm).
Email attachments and links

Staff should be wary following receipt of an email which contains an attachment or links which they were not expecting to receive.  Emails can be used to transmit viruses to our network or as a means of taking over a computer or network.  Clicking on links and downloading attachments can potentially result in a virus being transmitted so caution should be exercised.  If you know the sender but the attachment or link is unexpected or there is something else which is unusual about the communication, contact the person to check that they did in fact send the item.  Look out for possible warning signs that the communication may be malicious such as emails which contain:

· questionable offers / offers which appear too good to be true;

· misspellings or emails which are otherwise unprofessional in their appearance;

· a request for banking information of any kind;

· a communication that the security of your computer or finances are at risk and require you to download a particular attachment or click on a particular link to resolve the problem;

· attachments which end in “.exe” or with the letter “m” or are a zip file;

Bear in mind that the wording or image used for a link will in an email will not necessarily correlate to where the link takes you.  For example, a hyperlink with the words blogs.com could be taking you to smith.com if it is from an untrustworthy source.  You can right click and copy and paste the link to see where it will actually take you (though you should still be confident that the website is genuine before proceeding to it).  
Bear in mind also that email accounts can be hacked or spoofed and so the fact that an email appears to come from a certain company or organisation does not necessarily mean that that is where it is from.
Information security on the go

Staff should not transport any confidential information (i.e. all client related work) on any electronic device such as a USB, CD or DVD without ensuring that it is encrypted and has been supplied by our firm.  We shall ensure that all new work laptops and devices such as USBs are encrypted.  Please contact [your line manager / IT] if you think that you may have a device which is not encrypted.  
Staff should try to minimise the need to take hard copy papers out of the office.  It is better to access our matters electronically via [remote login or via an encrypted laptop]. Do not, however, use third party applications such as Dropbox or a Google docs or email.  If you do need to take confidential papers such as a client file (or part of it) out of the office then this must be carried in a locked bag.  While this will not deter a determined thief it will prevent accidental disclosure of our client’s information in the event that the file gets lost.  Lawyers have been subject to regulatory investigation and action by the ICO for losing a file on the way home which was not locked away.  Such action will also prevent disclosure of any information on the file cover such as a client’s name or address or the type of matter in which we are instructed.
Staff should keep all work devices and papers with them at all times while travelling.  Staff should not take work papers or devices to social events or leave them in a car overnight. Try to keep laptops out of sight where practicable.
We ask staff to try to avoid discussing client matters out of the office or working on client matters in public places wherever possible.  It is very easy for a conversation to be overheard or for a client’s file to be overseen.  It is safer to avoid doing this.  If you need to work on confidential client matters in a public place use encrypted electronic devices supplied by us only and be very careful to ensure that nobody can see your screen. Avoid using public devices such as a computer in an internet café.
Working at home 

If working at home you should take care to ensure that the same standards of security are met as when in the office.  You should therefore clear and lock papers away when they are not in use.  Confidential waste should be [brought back into the office to be disposed of securely.
If you access work matters using a personal computer or other device please ensure that you do not store your passwords or any other work information on that device. You should log out of the network when not using it particularly if using a shared computer. Your internet connection should be secured with a password.  Your password for connecting to the internet should be in keeping with the guidance set out above and must not be the default password provided by the internet service provider (these have been known to leak on the internet).
Our banking information

At the appropriate stage in a client’s transaction staff may provide clients with details of our client account in order to pay money into this in connection with their legal matter.  Otherwise, staff must not give out any banking information.  Any enquiries purportedly from our bank or otherwise made in connection with our banking information should be referred immediately to our [Finance Officer].  We need to ascertain that the individual seeking information from us is genuine and ensure that certain security information is never provided.  

Fraudsters have been known to target law firms with success using very sophisticated and convincing scams to pretend that they are genuinely from a law firm’s bank.  In some cases they have ‘spoofed’ genuine banking telephone numbers and obtained information about a firm’s banking transactions and the name of the person at the bank with whom they ordinarily work.  This has then been used to convince the individual on the phone at the firm that they are talking with the bank and to release certain security information.  Alternatively staff might be asked to go online to authorise ‘test payments’ which are actually for significant sums of money.  Firms have lost millions of pounds through such scams.

The SRA have publicised the following guidance (which we shall follow) from the City of London’s National Fraud Bureau (NFIB) for those looking to protect themselves from such scams, including:

· if you receive a call from someone claiming to be from your bank relating to your accounts, end the call.  In our case our [Finance Officer] will call them back from a different telephone line (there have been examples of scammers keeping telephone lines open to intercept an outgoing call) on the genuine number we know and not the one given by the caller; 

· do not share passwords or any other login details;

· do not give any details relating to the business or its employees to anyone that you do not know or trust;

· do not install any software from an external source without seeking reliable expert advice;

· do not allow external parties to remotely access computers or engage in remote virus scanning or payment tests.

Banks will never ask for full passwords or keys or account related details over the phone and we will therefore never provide this over the phone. 

Our clients’ banking information

Similarly, great care should be taken to ensure that all communications from clients as regards their banking details are genuine. The SRA has publicised a case in which a fraudster hacked into a client’s personal email, emailed the law firm with new banking information and then stole the proceeds of a conveyancing transaction once the firm sent the monies to the wrong account.  Where banking information is likely to be required this should ideally be obtained from the client during a face-to-face meeting.  If you receive a communication from the client asking you to send client monies to a new bank account then you must speak to the client to confirm this.  You should double check the client’s banking details before sending large sums of money for the first time [(i.e. any sum in excess of £].  Be especially cautious if the bank is based overseas as this makes it much more difficult to track and secure monies in the event of a problem.  [Our standard terms and conditions stress to clients that we will require time to verify changes to banking information with them verbally.]  We will of course never disclose any information about our clients’ banking arrangements over the phone or otherwise without full client consent and following the good practice set out above for verifying who we are communicating with.
Information security breaches

If you become aware of an information security breach then you must inform your line manager and our [Information Officer / COLP] immediately.  By ‘information security breach’ we mean anything which could realistically result in confidential information being compromised i.e. being seen or accessed by someone who is not authorised to do so. Examples include leaving files on a train, the theft of a work device such as laptop or USB, sending an email on a client matter to the wrong person, giving out information on the phone to someone who was not entitled to receive it or otherwise becoming the victim of a scam of some form.  
By acting quickly it is often possible to significantly reduce the impact of such problems i.e. the distress to the individual concerned, ICO investigations, compensation claims and complaints etc.  This is particularly important if our bank accounts or banking information have been compromised.  If there are obviously steps which can be taken to minimise the impact of the incident do not await guidance from your line manager or our [Information Officer / COLP] before taking action.  For example, if papers have been left on a train then you should immediately make contact with the operator and seek help in securing the documentation until you can collect it.  If there has been a theft of a work device, this should be reported to the Police and you should co-operate with IT to try to minimse the risk of someone gaining access to our information from the device.  
Once our [Information Officer / COLP] has reviewed the report made you should follow the guidance provided on the next steps to be taken.  In accordance with ICO guidance this will likely include:

· assessment of the ongoing risks posed and a decision as to whether further (potentially costly) steps should be considered to secure the information in question;


· consideration as to whether the individual concerned and our regulators (the ICO and the SRA) should be informed of the problem.  Generally it is helpful to inform the individual concerned in order that they can also take steps to mitigate the impact;


· looking at the lessons to be learned.
If we suspect that our banks account or banking information has been compromised then we must immediately inform our bank, the National Fraud and Cyber Crime Reporting Centre, the SRA and our professional indemnity insurers.  Immediate action can help safeguard monies and limit the impact of the problem.  We will not make any admission of liability or offer any settlement to any third parties without the specific consent of our insurers.
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B5 Service standards 
Keeping our clients informed about the conduct of their matter

Clients should be provided with all information material to their matter and kept up-to-date. For example, make sure that clients receive copies of Counsel opinions and expert reports. This is particularly important when the information could impact upon the likelihood of the client achieving their goals or upon the time or cost involved in doing so. [In accordance with the SQM standards, progress updates should be provided at appropriate stages and not less than every 6 months].
The circumstances in which information can be withheld from the client are very limited. Some examples of when this is appropriate however include: 
· to avoid committing an offence such as 'tipping off' (see money laundering and proceeds of crime policy); and
· to maintain a duty of confidentiality owed to another client or former client or to avoid putting someone at serious risk of harm. 
The SRA has provided some guidance on such scenarios at IB4.4 of the SRA Code of Conduct 2011. If you wish to withhold information from your client however, whatever. The circumstances, then our COLP should authorise this.  Our COLP will check the relevant provisions and seek advice if necessary.
Clients should be informed promptly [in writing] if it is proposed that the lawyer handling their matter will change and given advance warning of any impact upon costs (see below).  The same applies where there is a change to the individual to whom the client has been told that they can report concerns to.
[For the avoidance of any doubt and in accordance with Lexcel requirements, we must inform the client if an adverse costs order is made against us in respect of their matter.]
Keeping our clients informed about the costs involved in their matter

Lawyers must keep the client informed throughout a matter of the best possible information they can give about the likely overall cost of the matter. As soon as you are aware that costs are likely to exceed the last estimate provided then you should inform the client. Lawyers should not allow a situation to arise where the costs incurred by the client exceed the last estimate provided to the client or where updates are provided at the last minute. If the costs depend upon certain events, the lawyer dealing should broadly estimate the cost of each stage of the matter which is relevant.  All estimates must include information about disbursements, VAT and other potential liabilities. Clients must be informed of charges in charging rates immediately.
[More specifically and in accordance with the SQM standards, clients should be informed, in writing, of:
· actual cost to date and disbursements incurred (including VAT). This

· information should be provided at regular intervals (and not less than

· every six months), and, in appropriate cases, interim bills should be

· delivered at agreed intervals;
· Any changed circumstances that will, or that are likely to, affect the

· overall amount of the costs, the degree of risk involved, or the cost-benefit

· to the client of continuing the case;
· The overall costs estimate and any upper limit that has been agreed with

· the client (or confirmation that the previous estimate/limit remains

· appropriate), at regular intervals (and not less than every six months) or as

· soon as it seems likely that the estimate/limit may be exceeded;
· Any potential cost liability, including being alerted to or reminded of this,

· and of its effect. In criminal cases this includes providing overall cost

· estimates at the earliest opportunity, once it appears likely that an RDCO

· may be made (unless one has been provided at the outset and at intervals thereafter).]
Service standards
We expect all of our staff to contribute to a prompt and professional client service.  
To help achieve this, we expect staff to ensure that even in non-urgent matters and enquiries three simple service standards are observed:
· missed telephone calls are returned [on the same day where possible and the following morning if not (even if a colleague has to phone on behalf of the person handling the matter)];
· written correspondence is responded to substantively or acknowledged, together with a time estimate for a substantive response, within [one week] of receipt; and
· we arrive promptly for all meetings and be ready to start each meeting at the time agreed.
It should be stressed however that for urgent matters or enquiries, fast moving transactions or where clients are particularly anxious, we will often need to act much faster than this in order to deliver the appropriate service for our client.  The minimum standards expected above do not alter the position in this respect.  
Clients should also be kept up to date as to costs and other relevant developments as set out elsewhere in this manual.
[In accordance with Lexcel requirements, every [time period] [caseloads / inactivity reports] must be reviewed every to identify any periods of inactivity on a matter.] 
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B6 Giving undertakings
What is an undertaking?
In summary, an undertaking is a statement made by us (including any member of our staff) that the firm will do or will not do something which is then relied upon by a third party. Basically, this means that our regulators and the Courts interpret certain statements which we make as formal promises which must be kept because they have been made by a solicitor or a firm of solicitors. Failure to do so can result in Court and disciplinary action. The Code of Conduct makes it clear that this promise does not need to be in writing or even include the word 'undertaking'. 
An example of the use of an undertaking in practice is in the context of conveyancing transactions. Undertakings are commonly used by solicitors when acting for a client in the sale of a house to make a promise which everyone involved can rely upon that a mortgage will be paid off from the money received from the buyer.
Seek authority before giving an undertaking
This is a high-risk area.  Therefore staff must only give an undertaking with the permission of a line manager (line managers may themselves give undertakings however). 
Practicalities of giving an undertaking
Undertakings should be given in writing if at all possible and not verbally. If an undertaking does need to be given verbally due to the urgency of the issue for example then the full details of this should be confirmed in writing immediately and a detailed note made of the discussions.
A line manager should agree the wording of the undertaking (though in some areas standard wordings may be in use).
If the undertaking is conditional upon certain things happening (however obvious) then this must be made absolutely clear at the time that the undertaking is given. For example, we must not undertake to provide certain documents if we have not yet received them (unless we qualify that promise accordingly).
Undertakings should include a rough estimate of when we expect to be able to fulfil our promise. It should be clear that the timescale is only an estimate and not part of the undertaking.
Undertakings should also include the contact details of the line manager with oversight of the matter in case any problems arise with the undertaking.  It is important that any concerns about undertakings are communicated to our managers as soon as possible.
As soon as an undertaking is given the details must be entered on our central undertakings log
 straight away. The log must be updated in due course to show when we fulfilled our promise.  If we have agreed not to do something rather than to do something then this should be made clear when first completing the log entry.  Our [COLP] will periodically review the undertakings log to check that we are meeting our obligations and identify any potential problems.
Making statements generally about something we will or will not do
When making any statement to people other than our client about something that we will or will not do at some point in the future staff should be careful not to accidentally give an undertaking. In most cases phrases such as 'should be able to' or 'will endeavour to' or 'subject to our client's agreement' or similar will be better suited than a definitive statement that we will or will not do something.  Particular care should be taken if we are talking about money, rights or documents which we do not hold ourselves. We appreciate that this may not always be ideal but the rules on making promises to others are strict and we need to be careful.
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B7 Publicity
Launching publicity about our business
We are very fortunate that our staff are keen to help us promote our business. There are a number of rules however which we need to follow when we advertise and market ourselves.  Generally speaking all publicity materials concerning the firm or connected to the firm must be approved by our [COLP / Marketing Manager] (in addition to any other sign off the piece requires more generally).  This includes all advertising material, letterhead, responses to interview requests or similar and arrangements with third parties to promote our business in some way.  The COLP will check the rules (including the indicative behaviours guidance in chapter 8 of the Code of Conduct) to ensure that all publicity is compliant and take advice if felt necessary.  
In particular, all publicity must be accurate and must not be misleading.  Take care when submitting for approval publicity which includes information on our fees.  For example, publicity about our fees should give an accurate picture of the likely overall costs and not exclude VAT and disbursements without making this clear.  
Working with others to promote our business
Our [COLP] will require certain provisions about complying with the SRA's conduct standards and the requirements of the Data Protection Act be added to contracts with third parties who are publicising our firm.  Please see our outsourcing policy [below] for more details.  It should be clear to those working with us to promote the business, for example, that there must be no cold calling (including unsolicited approaches to people in the street).  What the SRA considers constitutes 'cold calling' is potentially very wide so if in doubt please speak to our COLP who can seek advice if necessary.
Use of our stationery and email
Staff should only send business communications on our letterhead or via our email accounts.  Our letterhead and emails include standard information which we need to provide in such communications.  Avoid sending business emails from a personal account and never send confidential client information via a personal email account.  
You should never authorise a third party to send communications on firm letterhead or in any other way which gives the impression that something has come from this firm when it has not. If you feel that in an exceptional circumstance allowing a third party to use our letterhead would be appropriate then discuss this with our COLP who will check the relevant provisions and seek advice if necessary.
Social media, online communications and website policy
Staff are permitted to use the internet responsibly in connection with our work e.g. legal research or Companies House enquiries in connection with a client matter. 

Generally speaking new web content such as articles or news updates will not require the sign off of the COLP, though our COLP will periodically review the information on the website.  [Our [Marketing Manager] will however sign off such content before publication to ensure that it is consistent with our website style, accessibility requirements and SRA requirements to avoid misleading or inaccurate publicity.  When new content is published our [Marketing Manager] will agree with the individual submitting the content when it should be archived and arrange for it to be removed at that time in order to keep our website content up to date.]
While we welcome staff input into the firm's social media activities, we ask staff not to make any reference or connection to our business when using their personal social media accounts such as Facebook, Twitter, Tumblr, Google plus, MySpace or in a blog, online review or similar.  This is because there is a risk that content published by you personally could be linked to and arguably bind (or raise other legal implications for) our business.  Staff should remember that they owe duties under SRA rules, and more generally to this business, to maintain good standards of professionalism even outside of the office.  While we do not wish to restrict staff's free enjoyment of social media, for this reason we would encourage staff to exercise great caution in what they publish online generally and consider adopting user names for social media platforms which cannot easily be linked to this firm.  Anonymising social media accounts and online posts reduces the risk of personal comments being attributed to your professional role or this organisation (though content should still remain appropriate).  
Any content to be published online which is connected to our business and any communication sent from a work email or similar (whether connected to your working role or not) must be professional, uphold the standards set in this manual and must not:
· risk breaching regulatory rules, in particular with regard to ensuring that our clients’ affairs remain confidential;

· risk defaming another person or otherwise making disparaging remarks about colleagues, clients or others.  Potential liability for defamation is a real risk and so great care should be taken; 
· harass, bully, victimise, intimidate, abuse or discriminate;
· impersonate another person;

· infringe copyright or otherwise misappropriate the work or intellectual property of others; and

· use photos, icons, illustrations, logos or similar without obtaining the appropriate permissions to do so.

If you have any doubt about whether content could be interpreted in such a manner then do not post it until you have received authority from our [COLP / Marketing Manager].  In the event that these requirements are not followed staff will be required to co-operate with us to remediate the position.
As a firm we do make use of social media to promote our work.  Our [COLP / Marketing Manager / Marketing Administrator] has oversight of this.  They can provide assistance with setting up a Linkedin profile and will work with you to oversee your first professional postings online. They can also provide a basic overview of how to use the relevant online medium or arrange more in-depth training if this is felt to be appropriate.  This is to ensure that the communications are in keeping with our other marketing work i.e. professional images, proper logo, house style etc. If you would like to post content on social media in order to promote your practice on an ongoing basis then you should follow guidance from our [COLP / Marketing Manager] on what ongoing input if any should be sought.  Posts should be written in the first person and include a statement that the views expressed do not represent the views of the author’s employer / business.
Please note that information produced or collected in connection with our business or your role within our business remains the property of our firm.  This includes information stored on webmail or social networking sites.  You agree to co-operate with us in retrieving such information should we require it.
The practice [does / does not] permit the use of social media for recruitment purposes. 

Offering inducements

Section 58 of the Criminal Justice & Courts Act 2015 prohibits us from offering inducements to potential clients in personal injury matters. SRA guidance on this subject also makes clear that there are potential implications well beyond the ban itself (i.e. for work other than personal injury) such as conflicts of interest and implications under the Bribery Act.  There are also commercial considerations.  We have therefore designated the offering of inducements to potential clients to instruct us as a high-risk activity and generally speaking will not undertake such activity.  If you wish for an exception to be made to this approach then please speak with our [COLP] who will where appropriate put the issue to the [Management Committee] for consideration.
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B8 Litigation, advocacy and our duties to the Court
If you are a litigator or an advocate there may be occasions when your obligation to act in the best interests of a client conflict with your duty to the Court. It is vital that your duty to the Court is not compromised and if necessary you may need to explain to the client why you are required to take certain steps which they may not wish you to take (or, ultimately, cease to act).  
Staff must uphold the proper administration of justice.  In particular, staff must not:
· deceive or mislead the Courts or be complicit in anyone else deceiving or misleading the Courts (including Tribunals and similar);
· offer payment to witnesses dependent upon their evidence or attempt to persuade a witness to change their evidence;
· continue to act for a client in a matter in which the client has committed perjury, misled the Court or will not allow us to correct the Court if the Court has been misled;
· pursue matters or prepare arguments which have no prospect of success or are not ‘properly arguable’; and
· make accusations as an advocate which are unnecessary for the proper conduct of the case e.g. suggesting that a witness is guilty of a crime, fraud or misconduct unless this is relevant to the issues in the case and there are reasonable grounds to suggest this.  
If you are in doubt about the extent of your duty to the Court or how to resolve a possible conflict between your duty to the Court and your client, speak to our COLP. Our COLP will check the relevant provisions and seek advice if necessary.
Staff should:
· draw relevant cases and provisions (including procedural) to the Court’s attention even if it does not support our case;
· only make an allegation of fraud in those limited circumstances where there are proper grounds to do so;
· comply with Court orders;
· take extra pre-cautions to keep particularly sensitive information safe, such as child witness evidence or embargoed judgements.
If someone in our firm might be called as a witness in litigation where we act, we will normally need to cease to act in the matter.  Notify our COLP straight away if this situation arises. Our COLP will check the relevant provisions and seek advice if necessary. 
	Owner:
	
	Created:
	

	Last amended:
	
	Last approved by:
	

	Last reviewed:
	
	Last reviewed by:
	


B9 Working with third parties
Arrangements for clients to be referred to us
Arrangements with other parties to refer business to our firm can be excellent for the business but such arrangements may also pose a high-risk in terms of SRA compliance.  There are three main risks: 
A. we pay 'referral fees' in matters where it is unlawful to do so;
B. we do not give the necessary information to the client about the arrangement where there is some form of consideration involved in return for the referral; or
C. the arrangement with the introducer of the work influences how we advise the client (which for the avoidance of doubt would be improper and is prohibited).
Prohibited referral fees
Some arrangements to be referred business by a third party are unlawful.  In particular, claims for personal injury or death, work funded by legal aid or criminal law matters. The rules on when an arrangement is unlawful are not straight-forward.  Therefore if any member of staff wishes to enter into an arrangement with a third party to regularly refer clients / work of any sort to us this must be approved by our [COLP]. This is the case even if no referral fees are being paid.  Our [COLP] will add check the relevant provisions and seek advice if necessary.  Once entered into the arrangement will be added to our log
 of referral arrangements (for SRA reporting purposes).
Information we must provide to clients where business is referred by a third party
Some arrangements to be referred business by a third party are lawful.  If a client is referred to us lawfully by a third party and that third party expects to receive or receives some sort of benefit as a result (however informal) we are required to provide certain information to the client. This could include a mutual understanding that one business will refer work to us on an implied understanding that we will refer business to them. A helpful test is to consider whether we would continue to receive business if there were no quid pro quo. 
If there is some form of quid pro quo for the referrals of business then it will normally be necessary to prepare standard checklists and letters for use in all such cases to make sure that the clients understand the nature of the arrangement (an SRA requirement).  Our [COLP] can consider the relevant provisions with you and help you prepare the standard information you will need to provide to clients under each applicable arrangement.
Independent advice to our clients
We must never allow a desire to maintain good relations with an introducer of work to influence the advice we give to clients. If an arrangement with an introducer of business is not in the best interests of the client we must advise the client accordingly, regardless of whether this may result in a loss of work referred to us. If the arrangement generally involves the clients in a scheme which would not ordinarily be the best option for the client then we will not continue to facilitate the scheme. Where we identify a material risk in this respect this should be discussed with our [COLP] who may designate certain matters high-risk or set out other bespoke monitoring arrangements to ensure that we manage the risks posed effectively (see [above])
Referring our clients to third parties
Similarly, we must ensure that if we are referring a client to a third party that the referral and arrangement are in the best interests of the client.  Generally speaking we will not agree to exclusively refer clients to a particular third party provider of goods or services because there is a risk that in some cases this will not be what is best for the client.  If we are referring a client to a third party who is likely to be limited in the range of services or products which they can offer a client then we must first make this clear to the client.  For example, if a client needs financial advice and is referred to an adviser who is ‘tied’ to certain products then we will make this clear to the client before referring them.  Staff must never facilitate any arrangement which is not in the best interests of the client even if that arrangement is not with this organisation.  If you have any doubts or concerns then please speak to our COLP who can seek advice if necessary.
Instructing a barrister or other expert
Our choice of barrister or other expert must be an appropriate choice for the matter in question taking into account the:
· expertise of the person to be instructed, including experience and qualifications;
· value for money;
· need to maintain a good level of client care for the client;
· ability to deliver within the timescales set;
· need for the work delivered to be robust and stand up to scrutiny. 
In some cases it may be necessary to focus more upon a particular element of this criteria depending upon the individual needs of our clients.  
We maintain a list of known experts and barristers which should be consulted prior to instruction.
We generally encourage staff to engage with our clients about the selection of a barrister or other expert.  Clients will often rightly rely upon us to guide them towards the best person for the job and we often will take the lead.  Some clients however may have a view and be in a position to make an informed choice as to the best way forward and our approach should vary accordingly.  
When a barrister or other expert is instructed then we will confirm in writing to the client the following information:
· name and status of the person being instructed;
· how long that person may take to respond substantively;
· the detail of any costs which may be incurred by the client in this respect.
Staff are encouraged to take care with their instructions.  Our instructions are our opportunity to get the best out of those we work with and to achieve the best value for our client.  Staff must give appropriate briefings to third parties such as new experts who may be less familiar with applicable duties or the rules of the Court in question or with issues such as a conflict of interest.
Upon receipt of work from barristers or experts the lawyer handling the matter must check carefully that the work meets the required standards.  In particular, lawyers should check that the appropriate points have been covered and any rules of Court or similar are likely to be satisfied.  
At the conclusion of our work with a barrister or expert in each matter we will add new details to our log of known experts and barristers.  This will include contact details and area of expertise (if not already on the list) and an opinion on whether the individual’s work met, exceeded or fell short of the desired standards in the following areas:
· expertise;
· value for money;
· client care;
· timeliness;
· robustness and ability to stand up to scrutiny.
Where we have instructed a barrister or expert more than once then the ratings should be adjusted if agreed necessary with the individual who owns the log entry or the relevant head of department. 

Barrister and other expert fees should be paid promptly in the usual way.
Commission and discounts on purchases made for clients
We have identified the receipt of commission and similar payments from third parties for payments made on behalf of a client as a significant compliance risk. An example would be where we refer a client to a third party such as a search provider and receive a small proportion of the fee paid by the client to that third party. The circumstances in which we are able to keep commissions and similar fees arising from a client matter in terms of the rules of professional conduct appear to be very limited. In matters where the SRA Financial Services (Scope) Rules apply this is expressly prohibited. [As a firm we have adopted the position that we and our staff will not receive or enter into an agreement to receive commission in respect of client purchases or referrals or other similar payments. If you wish to make a case for an exception to be made to this then you should seek [joint authority from our COLP and a Partner of the business].  If asked for authority our [COLP] will check the relevant provisions and seek advice if necessary.
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B10 Client complaints and claims against us
A constructive, quick and effective approach to client complaints
We want our clients to feel comfortable providing us with feedback so that we can develop and provide the best possible service. 
We encourage our staff to focus on how best to resolve the client's concerns. Staff should not be defensive or argumentative.  Whatever the merits or history of a complaint it is always in our interests for the client to feel satisfied with the service received where this can reasonably be achieved.
We should be conscious that some clients may find it difficult to raise or communicate concerns with us. We should do our best to help clients communicate concerns to us and to understand what we do.
Staff should deal with any concerns raised as soon as possible.  If you are unsure how to approach a complaint or a more informal concern about our service then speak with your line manager or our client care and complaints officer.
Our complaints policy and reporting formal complaints 
Our Feedback and Client Complaints Policy (which includes information about the role of the Legal Ombudsman) must be brought to the client's attention in writing:
· at the beginning of our relationship with the client (it is made clear to clients in our standard client care information how clients can obtain a copy of the policy); 
· upon request; and
· if a concern is raised about our service.  This will ensure that the client is informed straight away of how the complaint will be handled and the timescales for doing so.
In terms of bringing the policy to our client's attention where a concern is raised, bear in mind that a complaint won't always include the word 'complaint'.  The SRA defines a complaint as any “oral or written expression of dissatisfaction which alleges that the complainant has suffered (or may suffer) financial loss, distress, inconvenience or other detriment” (we have adopted this definition for our own purposes). We should also bear in mind that the Legal Services Ombudsman will even consider complaints from non-clients in some circumstances.  
As above, if it becomes clear that a client is not satisfied with our service then the fee earner dealing should refer the client to our Feedback and Client Complaints Policy.
The lawyer dealing should also generally provide appropriate assurances, explanations and make suggestions with a view to resolving the issue informally. However, in some cases it will never be appropriate for the lawyer dealing to seek to resolve the concern informally in this way.  The following issues should always be treated as a formal complaint and the procedure set out in our Feedback and Client Complaints Policy (see [below]) for dealing formally with a complaint should be followed:
· concerns which are not promptly resolved to the satisfaction of the client informally;
· concerns raised by clients who have previously expressed dissatisfaction in their matter;
· a suggestion that there has been professional negligence (which must also be notified to our negligence and indemnity officer);
· a suggestion that there has been professional misconduct;
· a suggestion that we or our staff have failed to meet our equality and diversity commitments;
· concerns which otherwise appear more formal in nature, such as where a client has made it clear that they wish to make a formal complaint to someone other than the lawyer dealing with their matter.
As soon as it becomes clear that a concern raised must be dealt with formally under our feedback and complaints policy then [an entry must be made on our central complaints log
 / a completed complaint notification form should be sent to our client care and complaints officer]. This allows us to record formal complaints on our complaints register (the SRA appears to expect us to maintain such a register). The notification form and register allow us to begin the complaints process (see our Feedback and Client Complaints Policy for more information), spot trends and any reoccurring issues. It is therefore very important that these forms are completed. 
It is not however necessary to [complete a complaint notification form / make an entry on our complaints log] where there has been a simple misunderstanding or any other issue arises which can be quickly and informally resolved to the complete satisfaction of the client without the need to follow the complaints process.
High risk behaviours when handling a complaint
Staff must never: 
· charge a client for the time spent dealing with a complaint;
· pressure a client to drop their complaint; 
· pressure a client not to raise their concerns with the Legal Ombudsman or SRA or other authority.
This does not mean that we should not seek to resolve complaints amicably and without the matter escalating further, we should. The client however should feel free to pursue their concerns as they see fit if they remain unsatisfied with the steps we have taken to resolve them.
Staff should not threaten or issue defamation proceedings in respect of a client complaint. If you genuinely feel that defamation proceedings are appropriate then discuss this with our [client care and complaints officer and our COLP].  There is significant risk of such action being viewed very dimly by our regulators.  The [COLP and client care and complaints officer] will consider the relevant provisions and seek advice if necessary.
Common complaints 
The Legal Ombudsman has published data on the most common issues which clients complaint about.  We ask staff to bear these common client concerns in mind and take extra care to avoid them.  
A failure to advise the client properly of all of the relevant issues and a failure to do what the client instructed are by far the two most common complaints made to the Ombudsman.     These concerns could easily arise from a misunderstanding between the lawyer and the client about what the lawyer can do and is going to do for the client.  We encourage staff to use plain language in communicating to clients where possible.  
The following are also very common reasons for complaints being made to the Ombudsman from the perspective of the client:
· excessive costs;
· delay;
· insufficient costs information;
· failure to keep client information confidential;
· failure to keep the client informed; and
· failure to progress the client’s matter.  
Mistakes and other issues which may lead to a claim against us
You must inform your line manager and our Negligence and Indemnity Officer of claims and potential claims against us immediately (i.e. for professional negligence). 
A line manager should take conduct of all such matters and they should be overseen closely by the negligence and indemnity officer.  For example, the negligence and indemnity officer should approve the letter to the client notifying them of the problem.
 Generally speaking we will:
· inform the client of the issue; 
· explain what we have done or will do to resolve this (if appropriate); and 
· advise the client that they may wish to take independent legal advice. 
[Often it will be appropriate to offer the client an apology but be guided by your line manager and indemnity officer on this. It may not be appropriate to offer an apology in some cases where, for example, it is not yet clear how a problem came to arise.]
In some circumstances, where the problem is minor, we may be able to remedy the issue without the need for further advice to be taken by the client. 
[In accordance with Lexcel requirements, our [COLP / complaints officer / managing partner] has overall responsibility for complaints].
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B11 Reserved legal activities and financial services 
Reserved legal work
Staff must take care to ensure that they are only conducting legal work which they are authorised (i.e. allowed in law) to do. Some legal transactions and activities can only be carried out by individuals who are qualified in their own right to do the work e.g. solicitors.  The reserved activities include taking certain steps in conveyancing and probate, the conduct of litigation, notary public activities, administrating oaths and exercising rights of audience (i.e. advocacy in certain Courts and Tribunals). In some cases the work can be done by unqualified staff if working in a law firm under the supervision of solicitors.  Where this is the case however the law does require a particular level of oversight by qualified lawyers.
There are also restrictions on who can do certain elements of immigration work. 
Line managers must ensure that staff are only doing work they are able to do in law. If you are in doubt, speak to our COLP. Our COLP will check the relevant provisions and seek advice if necessary.
Financial services
This firm is not authorised by the Financial Conduct Authority (FCA). We are however able to carry on some activities covered by the Financial Services and Markets Act ('regulated activities') as a law firm. When doing so we have to comply with additional rules (the SRA Financial Services (Conduct of Business) Rules). Some activities may also be exempt from the need to be authorised by the FCA in certain circumstances. However, what law firms can do in this respect and the rules that they are subject to when doing so is a complex area. 
We have therefore identified this area as high risk and require staff to ensure that our [Financial Services Officer] is aware if as part of your work you become involved in any way in clients' financial investments. This does not include the purchase of land but does include work involving the following:
· shares;
· debentures;
· contracts of insurance;
· mortgages;
· gilts; 
· consumer credit activities; or
· unit trusts or OEICs (open ended investment companies).
You should also inform our Financial Services Officer if your work may involve encouraging or inviting clients or others to consider some form of investment or disposal (this may constitute a 'financial promotion' under section 21 of the Financial Services and Markets Act 2000).
Generally speaking our new starters can assume that we are already aware of the existing activities being undertaken in their area.  
You will often not be prohibited by the rules from doing any work which touches upon these areas and there is no need to inform our Financial Services Officer every single time you, for example, undertake an activity covered by the SRA Financial Services (Scope) Rules. We do however need to understand where in the business the work is undertaken to ensure that the risks posed are properly managed.  Our Financial Services Officer will verify with you that we are able to do the work in question under the SRA Financial Services (Scope) Rules and help guide you on how to meet the additional requirements set out in the SRA Financial Services (Conduct of Business) Rules when doing this work (where appropriate).  Our Financial Services Officer may if necessary take advice as appropriate, including from our COLP.
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B12 Ceasing to act for the client and matter closures
When a client’s matter comes to an end
When a client matter closes the lawyer dealing should:
· [ensure that the client’s objectives have been achieved;]
· inform the client of the outcome of their matter;
· confirm to the client for the avoidance of doubt that we are no longer acting for them in the matter;
· highlight to the client any future actions which they should take and any deadlines that will need to be met (and if applicable anything which we will be doing);
· [when the matter should be reviewed in the future, if appropriate;]
· explain how long their information or other assets will be stored for and return any original documents or other property belonging to the client;
· check the relevant account ledgers to ensure that there are nil balances and pay to the client any money held for them or interest owed;
· [send the client our feedback request;]
· [review one last time whether the matter should be elevated to ‘high risk’ before it is closed down (and entering any elevated rating on the appropriate log) and notify the supervisor for your area accordingly if so;]
· archive the file, setting out clearly the appropriate destruction date taking into account our retention policy.
[The information above should be confirmed to the client in writing.]
We have a standard template letter available to assist staff in providing the necessary information for clients.
Where practicable we will also endeavour to direct individuals in need of advice to alternative sources of support, such as a local Citizens Advice Bureau or Law Centre. 
Ceasing to act for a client before the end of their matter
Occasionally we do need to end our retainer (contractual agreement) with the client. For example, this can sometimes occur if a conflict of interest arises part way through a matter or if a client fails to pay our bills within a reasonable period.  
A retainer with the client should not be ended without good reason however. Retainers should not be brought to an end, for example, because the fee earner dealing does not get along with the client or disagrees with the client's views or beliefs. If necessary speak with your line manager about whether it may be better for the file to be transferred to a colleague. Please also see our Equality and Inclusion policy.
When you do end a retainer with the client before the conclusion of their matter the lawyer with responsibility for the matter must (in addition to considering all of the points above for when a matter comes to an end generally):
· explain why the retainer is being brought to an end;
· explain the client's possible options for pursuing the matter;
· remind the client of the key legal risks they need to consider if they intend to continue with the matter, such as important deadlines or forthcoming Court dates;
· give reasonable notice to the client of when we will cease to act on their behalf in the matter if it remains active, taking into account forthcoming deadlines or Court dates. 
[In accordance with the requirements of our Specialist Quality Mark (SQM), where the client is funded by legal aid we should refer the client to a new organisation with a legal aid contract to take the matter on.  We will research for the client alternative firms and may give first consideration to those with the SQM.  Ultimately however any recommendation will be made on the basis of which firm or firms we consider will best serve the interests of the client. We will never accept payment for such a referral as this is not permitted. We will discuss with such clients:
· what we will do to help set them up with a new legal services provider;
· what should be expected from the new legal services provider;
· how the file and any other relevant information will be securely transferred to the new legal services provider; and
· the cost implications of the matter being referred.
A note of these discussions will be kept on the file.  We will record and review any feedback which is received by us in respect of the new provider.  
We have a standard template letter available to assist staff.
Staff should add details of all such legal aid referrals (including where it has not been possible to find a new provider for the client) to our centrally accessible log.  This records:
· the client’s name;
· who made the referral;
· the type of case referred;
· to whom the client was referred (or alternatively why no suitable provided could be found);
· reasons why a services provider other than one holding an SQM quality mark was referred to if appropriate;
· why a referral was made. 
This log is reviewed annually by our client care officer.
Staff should use the government's online legal aid provider search tool: (http://find-legal-advice.justice.gov.uk.  Staff should always double-check that we are supplying up-to-date contact details for the new provider to the client.]
[Seeking feedback from our clients

We invite feedback from all of our clients by sending them a satisfaction questionnaire at the end of their matter.  When staff receive back a completed questionnaire this should be sent to the client care officer.  This feedback is reviewed [periodically / annually] by the client care officer to spot trends and feedback in respect of each lawyer is available to that lawyer’s line manager.  A report is prepared to the Management Committee on the outcome of the review.]
Gifts and benefits received by you or our business 
Gifts and other benefits received by you or our business during the course of our work can regrettably pose quite significant legal and compliance risks. The risks include: 
· a criminal offence under the Bribery Act;
· a contravention of the ban on accepting fees for the referral of clients in certain types of legal cases;
· a conflict of interest and issues as to your or our independence;
· damage to our reputation because of the circumstances are perceived externally.
We have set out in our Procurement and Bribery Act Policy a number of restrictions on offering and receiving gifts, benefits or hospitality which staff must follow.
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B13 Learning and development
All of our lawyers (i.e. fee earning staff and any other legally qualified individuals) must:
· satisfy their relevant regulatory Continuous Professional Development (CPD) requirements;
· [undertake [12] hours per year as a minimum on maintaining and developing their specialist areas of legal expertise]
 / [In accordance with the requirements of our Specialist Quality Mark (SQM), each caseworker each supervisor is required to maintain and extend technical legal knowledge to a minimum of 6 hours per year (or equivalent for part-time staff) in the area of law being supervised.];
· [undertake [3] hours per year as a minimum on developing their risk and compliance knowledge and skills]
;
· keep a record of the professional development activities undertaken by [recording this in your personal development log
 / recording this on our central log
].
Maintaining competence

From 1 November 2016 the requirement for solicitors to undertake a set number of hours of CPD training [will be / has been] replaced with a requirement to reflect upon your work and address identified learning and development needs.  Solicitors are required to make an annual declaration in this respect along the lines of the following:
"I have reflected on my practice and addressed any identified learning and development needs."
In order to meet the SRA requirement to deliver competent services and to train individuals to maintain competence
, we require our lawyers to:
· reflect upon their work during the year in order to identify future CPD activities (and make a record of this as part of our appraisal process); 
· plan their CPD activity at the year end for the year ahead (and again keep a record of this as part of our appraisal process);
· record attendance and evaluate how effective each CPD activity has been in achieving the goals set at the start of the year (and keep a record of this).
We have sought to adopt a consistent approach in this respect for all of our lawyers but it should be stressed that non-solicitors must ensure that they modify their approach where necessary to satisfy their regulator’s requirements.  [For example, the Bar Standards Board currently require barristers’ to retain evidence of attendance at training in addition to a record of having attended on their CPD card.] 

All lawyers have continuous professional development needs, even if it is simply staying up to date with changes in the law and regulatory obligations. As part of the year end appraisal process fee earning staff must complete a CPD plan
.  
Reflection

When completing your CPD plan you should think about what training or work you can do over the coming year to maintain a high standard of legal expertise and skills and / or improve any weaker areas.  You might also want to consider if there are areas of law where you could develop further expertise to improve our ability to offer a range of services to our clients (without ever straying beyond our abilities). 
You should discuss with your line manager as part of the appraisal process whether there are any particular areas where your line manager feels that you would benefit from training or other development activity.  You should also consider reviewing client feedback, complaints or claims in your area these.  
You might also find it helpful to consider the SRA’s competence statement in which the SRA sets the standard which it expects lawyers to be able to meet in terms of maintain professional standards.  The statement encompasses much more than knowledge of the law including ethics, compliance, client care, research skills, drafting skills, negotiating skills, advocacy, working with other people and time management.  The accompanying threshold standard provides some examples of performance falling below the required standard (Levels 1 and 2) and the performance expected for more senior lawyers (Levels 4 and 5). You should therefore think beyond legal expertise and managers should reflect in particular on how they could improve as a manager.

Finally, we as a business will from time to time specify certain training and development activities which we wish all staff members or certain parts of the business to undertake.  This should be incorporated into your CPD plan.
CPD Planning
Having thought about the areas where you would like to focus your CPD activity for the coming year, staff should set this out in the CPD Plan.  This is not fixed in anyway but should reflect broadly how you propose to develop and stay up to date during the year ahead.  CPD could include:

· training courses;
· research and reading, such as monthly updates or specialist publications;

· discussion with colleagues;

· mentoring;

· networking;

· observing;

· coaching;

· secondments;

· file reviews.

Typically the CPD Plan will include the more formal activities planned for the year but staff are encouraged to record as much development activity as practicable as the year goes on.  
If you would like to attend an external training course which incurs a cost then you should [seek authority from your line manager / send a training request form to our HR team].
Record attendance and evaluate

After completing any CPD activity you should record [in a CPD log]:
· the type of CPD activity undertaken;

· the date;

· what topics or areas were covered;
· how the CPD activity will contribute to your work and maintaining / enhancing your knowledge or skills.
The progress made in terms of the training and development goals set should be kept under review informally throughout the year but also more formally as part of the mid-year and end-of-year review.  If you consider that your CPD activity is not achieving the goals set for development then review and if necessary revise your CPD plan for the remainder of the year.  It must be remembered that ultimately solicitors will need to sign a declaration at the end of the practising year to confirm that any identified learning and development needs have been addressed.  While it would be unusual for an isolated failure to complete a particular CPD activity effectively to compromise professional competency, if you are concerned that you may not be in a position to make the necessary declaration then you must inform [your line manager / our COLP] immediately.  
In order to maintain oversight of completion of CPD activities [we provide a central CPD log system where your individual records are stored / we ask line managers to sign off completion of your CPD plan at the year end].

Management training

The SRA no longer sets mandatory management training requirements for all solicitors.  However, as firm we do need to ensure that:
· we have at least one lawyer in our business who is ‘qualified to supervise’.  Namely, a lawyer who has over three years experience practising within the last 10 years and has in the past completed at least 12 hours of learning in management skills;
· all of our managers fulfil the SRA requirements to maintain competence and supervise our work appropriately and have the proper experience and training to do so.  
[We do not set prescriptive requirements for training our managers but broadly speaking we expect managers to attend periodic training to improve management skills and HR issues.] [For publicly funded work we will of course comply with our contract obligations for supervision and training.]
Core training

All staff, regardless of background or qualification, must go through:
· a core induction training programme
 when they first join us; and
· a rolling programme of risk, compliance and standards training throughout their time with us.
Lexcel requirements

In addition, in accordance with Lexcel requirements: 
· all non fee-earning staff are similarly required to reflect upon their work and plan and record development activity with input from their line managers;

· a training evaluation form will be sent to you for each formal training activity undertaken in the firm and this should be returned to [HR] as soon as possible; 

· the learning and development section of our handbook will be reviewed annually by our [Training Officer].  
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Annex AB1
Equality and inclusion policy 

Scope of this policy 

This policy sets out our approach to equal opportunities and the avoidance of discrimination at work. It applies to all aspects of working with and for us, including the working relationships with:

· our colleagues (including recruitment, pay and conditions, training, appraisals, promotion, conduct at work, disciplinary and grievance procedures, the working environment generally as well as termination of employment);

· our clients, such as how we take on new clients and work;

· suppliers of goods and services to us and to our clients, including instructing barristers and experts;

· third parties and their representatives.

It applies to all of our staff and also informs our development of policies and procedures and our operational practices.
Our commitment

We are committed to eliminating discrimination and encouraging diversity in all aspects of our business.  We and all of our staff will respect diversity and promote equality of opportunity.  We shall treat everyone we encounter in our work fairly and with respect, regardless of age, disability, gender reassignment, marital and civil partnership status, pregnancy and maternity, race, colour, ethnic origin, nationality and national origin, religion or belief, sex and sexual orientation (‘Protected Characteristics’).  
We are committed to making reasonable adjustments for clients and staff (including those applying to join our team) with a disability to ensure that they are not placed at a substantial disadvantage compared to those who are not disabled.  We will not make a charge to our staff or our clients for an adjustment we make for them.  In particular and where appropriate, we are happy to:
· visit clients at home if our premises are not accessible to them due to a physical limitation;
· offer different options for communicating with individuals who have a visual, speech or hearing impairment, including arranging signing facilities;
· for clients whose first language is not English, facilitate and support access to interpretative and translative support as far as possible.
We shall also take care to ensure that our communications (our website in particular) are provided in an accessible format.  

We as a business will never discriminate unlawfully or bully, victimise or harass anyone and we will not tolerate such behaviour from our staff.  As a business we will also take steps to train our staff and raise awareness to prevent unlawful discrimination, bullying, harassment or victimisation.  If any problems are identified we will act promptly and effectively to resolve them.  

The following forms of discrimination are prohibited under this policy and are unlawful:

· Direct discrimination: treating someone less favourably because of a Protected Characteristic. For example, rejecting a job applicant because of their religious views or because they might be gay.

· Indirect discrimination: a provision, criterion or practice that applies to everyone but adversely affects people with a particular Protected Characteristic more than others, and is not justified. For example, requiring a job to be done full-time rather than part-time would adversely affect women because they generally have greater childcare commitments than men. Such a requirement could be discriminatory unless it can be justified.

· Harassment: this includes sexual harassment and other unwanted conduct related to a Protected Characteristic, which has the purpose or effect of violating someone's dignity or creating an intimidating, hostile, degrading, humiliating or offensive environment for them. [Harassment is dealt with further in our Anti-harassment and Bullying Policy]
· Victimisation: retaliation against someone who has complained or has supported someone else's complaint about discrimination or harassment. 

· Disability discrimination: this includes direct and indirect discrimination, any unjustified less favourable treatment because of the effects of a disability, and failure to make reasonable adjustments to alleviate disadvantages caused by a disability.
We hope to go beyond the basic legal requirements in this area and create a business in which individual differences are valued.  
We will make this policy available to our clients and others on our website and will draw our client's attention to this policy when we are first instructed.  It is made available to our staff by its inclusion in our office manual.  We encourage clients and suppliers in particular to engage with us about any concerns which they have about delivering on the commitments we make in this policy.
Recruitment and selection

Recruitment, promotion and other selection exercises will be conducted on the basis of merit, against objective criteria that avoid discrimination. Shortlisting will be done by more than one person if possible.

Vacancies will generally be advertised to a diverse section of the labour market. Advertisements will avoid stereotyping or using wording that may discourage particular groups from applying. 

Job applicants will not be asked questions which might suggest an intention to discriminate on grounds of a Protected Characteristic. For example, applicants will not be asked whether they are pregnant or planning to have children.

Job applicants will not be asked about health or disability before a job offer is made, except in the very limited circumstances allowed by law: for example, to check that the applicant could perform an intrinsic part of the job (taking account of any reasonable adjustments), or to see if any adjustments might be needed at interview because of a disability. Where necessary, job offers can be made conditional on a satisfactory medical check. Health or disability questions may be included in equal opportunities monitoring forms, which will not be used for selection or decision-making purposes. 

Part-time and fixed-term work

Part-time and fixed-term employees will be treated the same as comparable full-time or permanent employees and will enjoy no less favourable terms and conditions (on a pro-rata basis where appropriate), unless different treatment is justified.

Training

All staff receive training on our obligations under the Equality Act, the SRA Code of Conduct and our equality and inclusion values more generally as part of our core induction training.  
Monitoring

We use our quality and standards assurance processes to ensure that our service remains of a high technical and ethical standard.  This will include consideration of whether staff are meeting the requirements of this policy and the law in this area.

We believe strongly in the benefits of a diverse workforce.  We will periodically monitor the diversity of our workforce in an effort to build a strong and diverse team.  We will follow SRA guidance
 on reporting and publishing our diversity data. Generally speaking we aim to publish a summary of our diversity data but we will not publish our diversity data unless we can be satisfied that there is no material risk of an individual being identified from the anonymised data.  
Enforcement

Serious or persistent failures by any member of staff to satisfy the standards set out in this policy and in law in this area may result in disciplinary action, including in appropriate cases dismissal. 
Review

This policy will be reviewed annually by its owner and this shall include an assessment of whether the policy is achieving its goals in practice.
In accordance with the requirements of the Specialist Quality Mark (SQM) our [Equality Officer] has been designated with responsibility for implementing this policy.
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Annex AB2
Client feedback and complaints

We are committed to providing a quality service to our clients.  We value feedback from clients greatly because it helps us to continually improve our service. If you do not feel that you are receiving excellent client service or that something could be improved, please do tell us about it.  If we have fallen short of the high standards which we have set for ourselves then we would like the opportunity to put it right. 
What do I do if I have feedback or a complaint?

At first it would be helpful if you could discuss any feedback or concerns which you have about our service or how it might be improved with the lawyer dealing with your matter.  If the lawyer dealing cannot resolve your concern informally, or if the issue is of such a serious nature that you do not feel comfortable raising it with your lawyer, then you may discuss this with our [complaints officer, Partner 3,] as a complaint under this policy.  
How do I raise a complaint under this policy?

It would help us if you could email [Partner 3 at partner3@complianceoffice.co.uk] with:
· why you feel dissatisfied with the service which you have received;
· how you would prefer to be contacted about your complaint;
· if there is anything in particular which you would like us to do to resolve your complaint.
If you would prefer not to email details of your complaint in this way then please call [Colleague A on 000000000000] to discuss the best way to get an understanding of your concerns.  
What happens after I have made a complaint under this policy?

Our [complaints officer (or in their absence another senior member of our team)] will:
· send an acknowledgement of your complaint within 7 days of receiving it;
· log your complaint on our central complaints register;

· investigate the concerns and arrange a discussion with you to try to agree how to resolve the issues within 21 days of receiving your complaint;
· write to you within 28 days of receiving your complaint to confirm the outcome of this.
In exceptional circumstances it may be necessary to extend these timescales but we will try to agree any variations with you first.
What might the outcome of my complaint be?

We very much regret any dissatisfaction which our clients experience and will not hesitate to apologise to you where our service has fallen below our high standards.  We may also agree that certain steps will be taken to improve your situation and to ensure that any problems experienced will not reoccur.  
What if I remain unsatisfied?

You can ask for the outcome of your complaint to be reviewed by our [managing partner] if you remain unsatisfied. The relevant contact details will be set out in our letter notifying you of the outcome of your complaint.  It would again be helpful to know at this stage if there is anything further specifically which we could do to resolve your concerns satisfactorily.  Our [managing partner] may then uphold the outcome or review it and replace it with alternative suggestions on how your complaint can be resolved.  This would be our final decision on how we can resolve your concerns.  You will receive the outcome of the managing partner review of the outcome of your complaints within 8 weeks of raising your complaint with us at the latest.
If you remain dissatisfied at that stage, you may be entitled to complain to the Legal Ombudsman about our service (the Ombudsman would generally expect clients to follow a firm’s internal complaints procedure first).  You can find further information about the Ombudsman on the website www.legalombudsman.org.uk. You can write to the Ombudsman at Legal Ombudsman, PO Box 6806, Wolverhampton, WV1 9WJ or by email on enquiries@legalombudsman.org.uk or call on 0300 555 0333.  If you wish to raise a complaint with the Ombudsman then you should not delay bringing it to their attention once our own complaints process has concluded as there are some time limits on when this must be done.  For example, normally you must raise a complaint with the Ombudsman within six months of the firm’s own final decision on how to resolve your complaint. 
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Annex AB3
Outsourcing policy

We will only outsource activities:
· which are not reserved legal activities as defined in Schedule 2 to the Legal Services Act 2007 or immigration advice or activities which are similarly restricted to certain persons under section 84(1) of the Immigration and Asylum Act 1999.  The exception is where we are outsourcing work to persons who are themselves authorised to conduct the work;
· in a way which does not impact upon our ability to meet our legal and regulatory requirements, including that we remain free to fulfil our normal obligations to our client and our regulators are not frustrated from accessing information which they lawfully require access to.  We need to be particularly aware of the requirements of the Data Protection Act 1998 and chapter 7 of the SRA Code of Conduct.

Generally speaking we do not outsource legal work, only some non-legal operational functions.  Namely, some photocopying, archived file storage and some of our IT is cloud based.  Exceptions to this may be agreed with the business in accordance with this policy.
Client consent to our working with third parties

We will be open and transparent with our clients about others we work with when delivering legal services.  Our standard client care and terms of business for example include standard paragraphs about our use of carefully selected third party suppliers of photocopying, cloud computing services and file archive storage.  We generally consider that clients would expect us to work with third parties for services such as this and so generally we simply make this clear in our client care information.  
If we work with other third party suppliers of operational or legal services, we will generally write to the client about this or discuss it with the client in order to obtain consent.  In some instances, such as where our client instructs us to use Counsel or an expert, we may consider this consent to supply client information to those individuals for that purpose. Additional steps will normally be taken however where the implications are less likely to be understood by the client or where especially sensitive information is being shared with a third party.  For example, a client may be particularly vulnerable and require more support to understand the implications of their instructions or the proposed arrangement may have unusual features.  In either scenario, to be fair to the client, we will provide additional information about how we and the third party would work.
Contract with the outsourcer

We have a list of approved suppliers of certain services (‘third party contractors log’).  We have existing rolling contracts with these suppliers which meet our quality and compliance standards.  
If our staff wish to work with a new third party to outsource work to then the arrangement will need to first be approved by our Information Officer.  In addition, if the arrangement involves the outsourcing of some legal work, our COLP will also need to approve the arrangement. The arrangement must be set out in writing in a contract.  
The Information Officer, and COLP as appropriate, will check the proposed contract and arrangements to ensure that they include:
· a prohibition on using confidential information (including all personal data) for purposes other than the arrangement with us;
· a requirement to handle confidential information (including all personal data) in accordance with our instructions;
· a requirement to comply with UK data protection laws and meet the standards set by our regulators generally, in particular with regard to information security;
· a requirement to operate in accordance with our risk and compliance management standards and in accordance with best practice, including in particular our information security standards, our business continuity plan, health and safety standards and equality and diversity policy.  This should include an obligation to inform us of any information security loss or breach.  It may also include, depending upon the nature of the work being outsourced, an agreement to train staff on the appropriate standards and monitor the standards being achieved in practice;
· clarity on when our information will be destroyed if and when the contract comes to an end;
· where legal work is outsourced, our staff compliance standards must be adhered to as a minimum and staff must be trained and supervised at least to our own standards;
· upon request by us (or with our permission, our regulators) we will be allowed access to the third party’s premises to check that the requirements of the contract are being met and to access our information.
Quality assurance

The Information Officer, and COLP as appropriate, will also check to ensure that they are satisfied that: 
· the third party is a reputable and reliable person to work with, taking into account the nature of the work being undertaken and the level of access to confidential information;
· an appropriate level of quality assurance and checks are in place by our business to ensure that the required standards are being met by the third party;
· the risks arising from the outsourcing can properly be managed by the terms of the contract and by the checks and quality assurance proposed.
If any legal work is outsourced, our checks may differ depending upon the nature of the work and the identity of the supplier of the services.  However, as a minimum a suitably competent and experienced lawyer must:
· check all work which is received back into the business before it is finalised;
· record any material problems with the work on a centrally accessible outsourcing monitoring log; and
· review a a sample of matters against to the same standards as our local file review procedure within one month of commencing the arrangement and on a six monthly basis thereafter.
[In accordance with Lexcel requirements, this policy will be reviewed annually by its owner.]
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Annex AB4
Procurement and Bribery Act policy 
This policy should be read in conjunction with our Anti-money laundering policy and procedures.
As an ethical business, we will not tolerate any impropriety in our dealings with third parties including for the avoidance of doubt bribery or corruption. 
Staff should be aware that very serious criminal offences could be committed in respect of bribery and corruption.
Our firm and our staff must never offer or accept any improper payment or other benefit.  Staff should be vigilant in considering not just their own knowledge of any proposed arrangement but also the perception.  
Subject to the provisions of this policy, we require staff to avoid any payments or benefits passing between them and a third party where this cannot clearly be demonstrated as being proper. Namely, that such payment or benefit is properly offered:

· for services or goods provided;
· at a reasonable market rate for such services or goods;
· free from a conflict of interests; and
· entered into fairly, with selection of the provider of the services or goods being based on objective criteria and assessment of merit.
If any arrangements are being entered into owing to a close relationship such as an arrangement with a family member (over and above our standard discounts on certain of our legal services for staff members and their family) then you should inform our Money Laundering and Financial Crime Officer of this and follow the guidance provided.  
We have separate provisions in our staff compliance manual on how we select barristers and other third party suppliers of goods or service for our clients. 

Client hospitality, entertainment and gifts

While we are keen to ensure that our clients do not think of us as unwelcoming or abrupt, client hospitality, entertainment and gifts do represent a significant risk in terms of other people’s perception of our actions.  For example, if we were to invite a key contact at a public authority to whom we have submitted a tender for new business away on a team bonding weekend at our expense, this may be perceived as having the potential to influence the client’s decision about our tender.  Therefore, this activity and anything of a similar nature is strictly prohibited, however well intentioned.
Staff are encouraged to provide food and refreshments such as sandwiches over lunch for example and tea and coffee for clients when they visit us.  However, the food and drink provided should never be lavish or otherwise of such a standard that it could be interpreted as our improperly trying to influence the client.  
Similarly, we are keen for our staff to network and set up events at which we can spend time to build our relationship with the client.  A seminar on legal developments at our offices which is free of charge for clients or potential clients to attend of itself would not, for example, be contrary to this policy and is encouraged.   However, for any event in which we are likely to incur a significant expense such as tickets to a big sporting or music event, we ask staff to ensure that clients cover their own costs.  In any event, please seek advice from our Money Laundering and Financial Crime Officer before inviting clients to a particular event and add the details to our centrally accessible log of gifts, entertainment and hospitality.
Broadly speaking we would ask staff to avoid giving gifts to clients.  There may be circumstances in which it would appear rude or peculiar to not do so, in which case a small gift not exceeding £25 in value may be appropriate with the consent of our Money Laundering and Financial Crime Officer.  Staff are asked to exercise their judgement in this respect however and seek advice from our Money Laundering and Financial Crime Officer if any gift is being made to a client.  Any gifts should be offered openly and the details added to our centrally accessible log of gifts, entertainment and hospitality.
All entertainment and hospitality exceeding inexpensive refreshments should be refused without the authority of a partner of the business.  In terms of gifts, if a client's gift to you exceeds £50 in value then the firm COLP should confirm whether it can be accepted. Our COLP will check the relevant provisions and seek advice if necessary. If the gift is less than £50 in value but clearly of significant value to the client then discuss this with your line manager and seek advice from the COLP if you feel this is necessary.  Similarly, if the gift is less than £50 in value but you have concerns about how it might be perceived by others in the context of the role you are performing then it should not be accepted.  Any gifts, hospitality exceeding inexpensive refreshments and entertainment accepted should be also be recorded in our centrally accessible log of gifts, entertainment and hospitality.
Third party hospitality, entertainment and gifts

We generally discourage staff from accepting gifts from non-clients other than hospitality of the type which would be usual in the situation in question. For example, if you visit a third party's offices on client business for example and are offered a tea or coffee this would be quite normal hospitality. Gifts or other benefits accepted from third parties can however pose serious risks to you and to the firm and so should generally be avoided.  
Please seek guidance our Money Laundering and Financial Crime Officer and our COLP if you are in any doubt.
Record keeping

We maintain a log of gifts, hospitality and entertainment which is reviewed periodically by our Money Laundering and Financial Crime Officer.  

Training

Staff will receive training on this policy in accordance with our induction and rolling core training programme.
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Annex AB5
Sharing concerns
It is very important that our staff talk to us if they have serious concerns about any aspect of our work. 
We do appreciate that if such concerns relate to a colleague or even a senior member of staff, it can place the individual in a very difficult position. In this policy we set out our commitment to taking action where serious concerns are raised with us and provide assurances to staff about how we will deal with such concerns. We hope that this will encourage staff to talk about issues of concern to them and enable us to identify problems which pose a risk to us.
The scope of this policy
This policy is intended to support staff to bring to the attention of the management committee significant concerns which they have about an aspect of our business. This might (though not necessarily) include a concern that the actions or inactions of an individual or individuals:
· constitutes very serious misconduct or criminal activity;
· is putting our clients at risk;
· constitutes bullying, victimisation, harassment or discrimination;
· is putting at risk the health and safety of staff, clients or others;
· is falling far below the standards required to perform their role properly;
· is otherwise exposing the firm or its clients to significant risk.
Generally speaking we encourage staff to discuss such concerns with their line manager or even another manager in their area first. However, where a member of staff genuinely feels unable to do so or that there is no realistic prospect of this resulting in a positive change, this policy provides an alternative which allows staff to share their concerns with senior managers.
How to raise a concern under this policy
You may discuss your concerns direct with a member of the management committee of your choosing via a means which suits you best. All members of the management committee welcome the opportunity to discuss concerns with colleagues from any other part of the business.  
It is extremely helpful to us if we can discuss the concerns with you and raise them openly with colleagues who are directly affected. As much as possible we want to deal with the risks we face in an open and transparent way. If however you do not wish for other individuals to know your identity then make you must this clear at the outset. We will do our best to ensure that those wishing to remain anonymous can do so. However, in many cases in order take forward an investigation or any action it may be necessary to identify you to the individuals concerned or at least to other members of the management committee. Please also bear in mind that in very serious cases we may be under a legal obligation to share with others such as the Police or our regulators that you originally reported the information to us. 
While we do not encourage it, we will consider information reported to us anonymously i.e. without anyone knowing from the face of the information provided who raised the concern. However, such reports are very difficult to assess in terms of credibility and to investigate. Discussing the issues in person with a member of the management committee greatly increases our ability to investigate and take action in respect of the concerns.
In exceptional cases staff may feel it necessary to report very serious concerns externally, such as to a regulatory body. In some cases the law permits this. It may not be straight-forward however. Staff will often have obligations to us and to our clients to keep information confidential. It is sensible therefore to take advice before sharing any business information outside of the organisation to ensure that you are not breaking the law. Improper or unlawful disclosures could result in action both generally in law and in respect of your employment.  If an appropriate and lawful external disclosure is considered then we ask staff give us the opportunity to investigate these concerns ourselves first if possible. Often we will be much better placed to work with you to resolve this than an external body. 

We have a central process for reporting matters to the SRA and our COLP can assist you with enquiries in this respect.
Investigation of the concerns raised
We will investigate the concerns which you raise with us under this policy within a reasonable timeframe and will normally update you on progress and inform you of the outcome of our investigation. However, in some cases details of the investigation or the outcome may be sensitive and confidential. For example, where we take disciplinary action against another member of staff. Where information is shared with you you must not share this with others unless or until you are expressly told otherwise.
The outcomes of all such investigations are reported to the managing partner and the COLP. 
Behaviours we expect from our staff
Staff must not be subject to any detrimental treatment by colleagues because they have raised a concern under this policy. This applies even if later it becomes clear that the concerns raised by a staff member in good faith were not well founded. If however it transpires that malicious or spurious allegations have been raised by a member of staff under this policy then this will be taken very seriously by the Management Committee. Such behaviour is likely to result in disciplinary action.
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Annex AB6
Acceptable use policy
 

Our firm provides access to IT resources for work purposes.  ‘IT resources’ includes among other things access to and use of our internet connections, laptops, phones, USBs, email, photocopiers, fax machines, software, telephones, databases and other similar systems.  Except where our policies permits otherwise, work resources should be used for work purposes only.  

Before ceasing to work with us you must return to us all physical IT resources and business information in your possession.  It should be noted in particular that taking client information to another law firm could constitute a criminal offence under the Data Protection (see here for an example of such a prosecution).

Staff must not work in such a way as to infringe copyright or other intellectual property or ever use our resources to do so.  In particular, staff must not copy or use in any other way software, photos, illustrations, videos, music or similar without the appropriate licenses or permission.  

Staff must not (in connection with their work or while making use of IT resources) display, download, send or post content which is inappropriate for a working environment (‘inappropriate content’).  Inappropriate content would include sexually explicit images, messages or illustrations, hateful content, discriminatory content, racial slurs or any other comment or similar based upon an individual’s protected characteristics such as sex, sexualtiy, ethinicity, national origin, religion, political views or disability.  It should be noted also that even outside of work staff have certain professional obligations to maintain public confidence in the profession (among other things).

Staff must not access any part of our network which they do not have authorisation to access.

System settings

Please do not change the configuration of our systems or hardware i.e. install or uninstall software, change internet connection settings on work devices or modify security software settings etc.  Our anti-virus software and firewalls must be permitted to run at all times.  [We have deactivated image and email previews in Outlook and these settings should not be altered.]
Internet access

We reserve the right to restrict access to certain websites. When using the internet you must comply with the requirements of this manual and behave in a professional manner at all times.  In particular, you must not:

· access content or websites which contain inappropriate content (see above) including in particular those containing pornographic, obscene, hateful or illegal material;

· undertake activity which carries a high risk of transmitting a virus or similar to our network, including: 

· downloading software or documentation from the internet without prior approval of [IT], even if from an apparently reliable source;

· clicking on banners or other pop ups, particularly if it warns of a serious security risk and is offering a ‘free security scan’ or similar.  Contact [IT] first as this could well be an attempt to infect our system;

· ignoring our system warnings while browsing that content is insecure;

· undertake high bandwidth activity such as gaming, streaming TV or film;

· seek to gain any form of unauthorised access to a system such as by hacking;

· sending communications which may damage our reputation or image.

Use of personal devices

Staff must not connect personal devices such as personal telephones, MP3 players, cameras, USBs, laptops or similar to our network without prior approval form [IT].  We need to ensure, among other things, that there is no risk of transmitting a virus and that confidential information is properly encrypted before being downloaded to any device.  The use of augmented reality devices such as google glass or similar is not permitted on work premises.

Monitoring

Access to and use of our IT resources inevitably carries some risk to our business.  In order to maintain the security of our clients’ information and to protect our business from inappropriate use of our resources the use of our IT resources by staff we monitor the use of our IT resources. Primarily we monitor use of such resources (which may include intercepting, diverting or blocking communications) in order to:

· check that work is being undertaken appropriately and effectively, including that proper procedures are being followed and for identifying training needs;

· to prevent or detect crime;

· to check for unauthorised or potentially dangerous use;

· to assess whether a communication is relevant to our business.  

Occasional and limited use of our IT resources for personal purposes is permitted.  Staff are encouraged to not make personal calls or perform personal tasks during working hours unless absolutely necessary.  We reserve the right to monitor, intercept and review all communications or other activity undertaken by staff in accordance with this policy which will include in particular ascertaining whether this relates to our business.  If it is clear that an intercepted communication is purely personal in nature, is within the remit of permitted use set out in this policy and will have no impact upon our business then we will generally speaking keep no record of this communication.  Work related emails shall be stored (including in our backup systems) in accordance with our retention policy. The confidentiality of any information inadvertently gathered in respect of such communications in the course of ascertaining whether it relates to our business or not will be respected.  We have assessed the impact of such monitoring and appreciate that this may occasionally result in some inadvertent and limited access to non-work related communications.  However, we do not consider that there are any reasonable alternatives in ensuring an appropriate level of protection for our business, clients and colleagues. If staff are concerned in this respect then they are encouraged to instead make use of personal devices and personal internet connections for purely personal communications.  
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Annex AB8

Anti-money laundering procedures and forms

Lawyers have been sent to prison for failing to meet the obligations to detect and prevent criminal activity, even in cases where it has never been shown that the individual had any actual knowledge of such activity. All staff must be vigilant and maintain a good understanding of our financial crime policies and procedures. This document contains very important procedures which must be followed together with practical guidance on how to approach the risks in this area. 

Our Money Laundering Reporting Officer (MLRO) is there to assist you.  We encourage liaison with the MLRO and ask that personnel discuss matters with the MLRO even if they feel it unlikely that the MLRO will need to take further action.  

We will not tolerate risk in the context of financial crime.  Specifically and for the avoidance of any doubt, our firm will never turn a blind eye or risk enabling criminal activity. In appropriate cases we will co-operate fully with the appropriate authorities to the extent permitted by law.

What is money laundering?

Broadly speaking money laundering refers to a process by which the proceeds of a crime are changed in such a way as to make it appear as if those proceeds came from a legitimate source.  Law firms are targeted by criminals seeking to facilitate money laundering.  The Money Laundering Regulations therefore require law firms to take steps to detect, report and prevent money laundering and terrorist financing.  These procedures are an important part of how we satisfy those requirements.

The Proceeds of Crime Act also creates a number of criminal offences which any staff member in a law firm could potentially commit (intentionally or inadvertently).  As a law firm we are most concerned with the following criminal offences:

· ‘primary offences’
: so where there is some form of involvement on the part of a lawyer in the money laundering activities;

· ‘disclosure offences
’: so a failure to report to the MLRO knowledge or suspicion that another person (i.e. the client or some other person) is engaged in money laundering;

· ‘tipping off
’ offences: so where, having identified a suspicion of money laundering, information is provided to those suspected of this.

Remember that the term ‘money laundering’ is defined very broadly and will generally include any money, property or other benefit which arises from a crime.  This applies however minor the offence, however small the value of the benefit in question, wherever the crime was committed and whether there is any conviction or not.

Finally, the Terrorism Act 2000 creates offences relating to the financing of terrorism, including failure to disclose and tipping off offences.  

This broad reminder of the key legislation is intended to assist in setting the background to these procedures only.  All staff must attend induction training on their obligations in this area and will also receive refresher training on a rolling basis.  

The Law Society’s practice note also provides in-depth authoritative information for those interesting in refreshing their knowledge in the meantime.  Personnel are expected to however to maintain a good understanding in this area generally and in particular are encouraged to subscribe to the Law Society’s free anti-money laundering e-updates.

What do you need to do under these procedures?

Members of staff primarily have 5 duties in this area, namely:

1. Client identification;

2. Risk assessment and enhanced due diligence where needed;

3. Identifying beneficial owners;

4. Reporting suspicious activity; and

5. Avoiding ‘tipping off’.

The first three duties outlined above are part of ‘customer due diligence’
, which involves:

· verifying the client’s identity with information from a reliable and independent source, which might include viewing a passport and utility bill or by checking companies house;

· identifying beneficial owners of client entities or trusts e.g. understanding who owns and controls a client company or trust;

· understanding the purpose and intended nature of the transaction we are being instructed in;

· assessing whether further information in respect of the above is required as the matter progresses on an ongoing basis, including in response to changes in instructions.

Procedures, guidance and forms to assist you are set out in the remainder of this document.

It is possible under regulation 17 of the regulations to place reliance upon the checks performed by another specific type of person, such as another independent legal professional, an external accountant or an authorised credit or financial institution such as a bank.  Our policy is to [use only the carefully selected partners set out at ] [perform these checks ourselves wherever possible.  If you feel that you may need to rely upon customer due diligence performed by another organisation please liaise with our MLRO as their consent will need to be sought and certain information and assurances will need to be obtained.  We remain liable for any failures in the checks made so are cautious about relying upon third parties and will need to be satisfied that we are working with reputable and diligent organisations.]
The lawyer dealing with a matter shall ensure that clear and accurate records are kept of all of the enquiries undertaken in this area together with any other documentation or notes necessary to record our approach.  We may be required to demonstrate this at some point in the future so it is essential that our approach is documented properly, particularly if we notice that a warning sign of some form is present in the matter. These records will be retained for the life of the file and for at least 6 years.

[Our office manual also sets out procedures for verifying the identity of the solicitors which we work with and this is of particular importance in the context of conveyancing transactions.]
Client identification

It is our policy to confirm the identity of all new clients.  

We have developed a customer due diligence form, together with guidance, to assist staff with this process (see annex). The checks set out in the form must be completed satisfactorily:

a) as soon as possible after first contact with a new client [and in any event within  XX  after which time the matter will be automatically closed];

b) when opening a new matter for an existing client and before carrying out any transaction (though not all recent identity checks need not be repeated – see below);

c) before we receive any money from the client.  Staff should not give out details of our client account until after the appropriate checks have been satisfactorily completed and in any event not until the appropriate stage of a transaction.

If you anticipate any difficulty in this respect raise this with our MLRO at the earliest possible stage and before receiving any money from the client. 

If a client has already been identified in accordance with these procedures in the last [3 years] it will not always be necessary to repeat the checks. You may be able to rely upon existing evidence and knowledge in such cases.  However, you should nonetheless consider:

· if a new client matter poses a higher risk than had previously been the case;

· if you have developed a suspicion of money laundering or terrorist financing (in which cases other action will also be required - see below); 

· whether there might have been changes in ownership or control where the client is an entity (relevant for identifying beneficial owners)
 – this should ordinarily be verified again;

· if it is an existing high-risk client .

In addition, if at any time you suspect money laundering or become concerned about the truth of the documentation supplied by the client, you should undertake further checks with guidance from our MLRO (in addition to making any suspicious activity reports as appropriate).

Our customer due diligence form

While our customer due diligence sets out specific checks which we ordinarily expect to be performed, it is possible if necessary to satisfactorily complete customer due diligence even if, for example, clients do not have the necessary identification documents. There will normally be alternative means of completing due diligence.  In such cases you should indicate on the form that alternative steps have been taken in accordance with this policy or with guidance form our MLRO.  [At the time of writing the firm and MLRO have agreed to the following alternative methods for identifying certain clients: [insert details of whether some form of electronic identification is acceptable and when, whether partners are permitted to certify the identity of well known clients, if simplified due diligence may be applied in appropriate cases in accordance with the regulations and if certain departments who routinely deal with certain matters or clients may vary their approach e.g. clients in care homes who do not have utility bills]]

Staff should approach discussions with clients sensitively, particularly where we are seeking information about the source of their funds which will be used for their matter.  Though it is explained in our standard terms, we should explain to our clients why we are making checks and try to make the process as simple as possible (without compromising effectiveness of course).

The fee earner with conduct of the matter should consider the relevant verification documentation and ordinarily:

· be satisfied that any photographic documentation bears a true likeness to the client;

· confirm this on a certified copy of the documentation with the appropriate verification [insert if use a stamp and what wording the firm uses for this];

· be satisfied that the documentation appears to be genuine (though staff are not expected to be an expert in identifying sophisticated forgeries).

If this is not possible and an alternative is not provided for in this policy, guidance should be sought from the MLRO.  

While the customer due diligence form is there to guide staff for issues common to most cases, it is not exhaustive and the approach adopted will ultimately need to be determined by the fee earner case by case.  If you are in doubt, seek advice from our Money Laundering Reporting Officer.

As set out above, the customer due diligence form and copies of all of the information considered for this purpose must be kept [on the file / separate from the file] and retained for at least six years after we have finished acting for the client. Where discretion has been exercised you should retain a note of your thought process in this respect separate from the file.

Risk assessment and enhanced due diligence

Our standard due diligence form guides staff to perform a risk assessment which informs the extent of the checks undertaken and information sought.  However, staff should monitor risks arising in this respect at all times more informally and make suspicious activity reports and undertake further checks as appropriate throughout the life of a matter.  

Where a matter by its nature can present a higher risk of money laundering or terrorist financing, enhanced due diligence checks must be performed.  Specifically you should consider whether:

· the client has been physically present for identification purposes;

· the client is a ‘politically exposed person’ or ‘PEP’ (so broadly, someone who in the last year has held a prominent position in a community institution, international body or state other than the UK such as member of parliament, head of state, certain judges and ambassadors and immediate family and close associates of such a person);
· the client or matter is connected to an overseas jurisdiction which is understood to have poor money laundering controls (see below);

· [insert details of any other areas where it is deemed by firm policy that enhanced checks are required, such as to satisfy mortgage lender requirements]
· the matter otherwise presents a higher risk of money laundering or terrorist financing e.g. one of the ‘red flag’ warning signs listed below applies.

If so, then steps over and above the standard due diligence set out in the first part of our form must be completed.  Regulation 14 of the Money Laundering Regulations sets out some specific requirements and guidance in the context of working with clients who are not physically present for identification purposes and with PEPs.  This is reflected in the form and the appropriate steps must be taken (though such steps are not exhaustive).  For example, authority must be obtained from senior management before acting for a PEP.  

If enhanced due diligence is required you should consider what additional steps could be taken to adequately address the nature of the risk arising.  If the risk is that you have not met the client or there is a discrepancy in some of the documentation used to verify your clients instructions, you should consider seeking further information from the client about this and obtaining further documentation or information from an independent source to confirm and clarify the position.  If however there are other concerns then, in addition, and depending upon the full circumstances you should consider:

· seeking evidence or further evidence of source of funds or wealth;
· checking the Treasury’s consolidated list of persons against whom financial sanctions are in place to see if sanctions are in place;
· obtaining more detail about a client entity’s control or ownership structure; 
· requesting further information about the purpose of the retainer; and 
· conducting enhanced checks on an ongoing basis. 
Higher risk jurisdictions

Matters with a connection to countries which do not have comparative money laundering standards to the UK (i.e. EEA states) may increase the risk profile of a matter.

In terms of enhanced due diligence for clients and matters connected to higher risk overseas jurisdictions, the Financial Action Task Force have raised concerns about the anti-money laundering controls in the following countries: [insert up to date list] [Algeria, Afghanistan, Angola, Bosnia and Herzegovina, Burma / Myanmar, Ecuador, Guyana, Iran, Lao PDR, North Korea, Panama, Papua New Guinea, Sudan, Syria, Uganda and Yemen.]  If we are undertaking work within the scope of the regulations and the client or matter is connected to one of these jurisdictions then we would ordinarily perform some form of enhanced due diligence with input from our MLRO, particularly if the matter concerns some form of complex business structure or a PEP.  Take care to check the Treasury website for information on the nature and level of concern in respect of any regime which is connected to your matter.

In addition the Treasury has imposed sanctions in respect of a large number of individuals and entities from the following countries: [insert up to date list} [Afghanistan, Belarus, Central African Republic, Democratic Republic of Congo, Egypt, Iran, Iraq, Ivory Coast, Liberia, Libya, North Korea, Republic of Guinea, Republic of Guinea-Bissau, Somalia, South Sudan, Sudan, Syria, Tunisia, Ukraine, Yemen and Zimbabwe.] If we are undertaking work in which the client or matter is connected to one of these jurisdictions then we would ordinarily perform some form of enhanced due diligence with input from our MLRO including checking the Treasury’s consolidated list of persons against whom financial sanctions are in place. In addition, there are sanctions in place beyond these regimes as regards Al-Qaida and terrorism more broadly so checking the list may be appropriate in other cases where enhanced due diligence is required also.  It is possible to commit a criminal offence if, for example, we move monies on to a listed person who is the subject of an asset freeze.  If in doubt, check the list.  If you have a match raise it with our MLRO straight away.

The FATF and Treasury lists are not exhaustive and conclusive in the context of whether an overseas transactions poses money laundering or terrorist financing risks.  The lists do also inevitably change over time and you should have regard to the relevant websites for the most up to date lists.  

Broadly speaking it is accepted that money laundering risks are likely to be lower where a transaction concerns parties or assets connected to another EEA state rather than outside of the EEA because of the application of relevant EU law to such countries.  [As a firm we also regularly work on matters connected to the following regimes which do not appear on the lists noted above and, with our knowledge of those countries, we are satisfied that the connection to the jurisdiction of itself does not necessitate enhanced due diligence:]
Source of funds and other information you will need to make an effective risk assessment

When taking new instructions it might be helpful to have a copy of our customer due diligence form available which includes the following checklist which you will be required to sign:
	 FORMCHECKBOX 
 I have sought sufficient information to gain a good understanding of the purpose of my client’s instructions and, where appropriate, the nature of their business / activities

 FORMCHECKBOX 
 I have sought sufficient information to understand the source of my clients funds / wealth relevant to this matter

 FORMCHECKBOX 
 I am satisfied that the individual instructing me has authority to do so e.g. my client is a company and I have received correspondence on business letterhead from a director confirming this


In addition, you will need to understand on whose behalf your client acts if appropriate and what the ownership and control structure is of any client entity or trusts (see ‘beneficial owners’ below).  

It should be stressed that identifying the client is only a very small part of the necessary customer due diligence and risk assessment in this area.  It is good practice in every sense to have a thorough understanding of our clients’ circumstances and intentions as regards their matter.  

You may feel uncomfortable asking for details of the clients’ funds and source of wealth in connection with their matter.  However, Law Society guidance is that it is almost always going to be necessary and appropriate under the regulations to, at the very least, ask about the source of funds
.  Our policy therefore is to politely enquire with all clients about the source of their funds / wealth in connection with their matter.  This will assist us in determining the level of scrutiny and evidence  [if any] required to verify the source of funds and wealth.  The Law Society have in the past stated that:

“If an explanation is consistent with the client's risk profile, is consistent with the type of retainer being undertaken, and you do not have other AML concerns about the transaction, you may simply note the explanation on the file and have your accounts staff check that the funds are coming from the bank accounts the client has said they would come from.

If the transaction is higher risk, you may ask for supporting evidence, possibly in the form of:

· bank statements,

· recent filed business accounts, or

· documents confirming the source such as a sale of a house, shale of shares, receipt of a personal injuries award, a bequest under an estate or a win from gambling activities.”

In addition to obtaining a verbal explanation of the source of funds, it is our policy to [always ask for documentation which verifies the source of matter funds in excess of £XXX or personal wealth in excess of unless the source is already well known.] / [to ask for documentation which verifies the source of matter funds and personal wealth if have determined that enhanced due diligence checks are required].  Such confirmation could be provided by pay slips, savings statements, a completion statement where funds derive from a property sale, loan documentation, dividend documentation or audited accounts.  Whatever documentation we receive we should read this and follow up any further issues or queries arising. If significant liquid sums are involved or there are difficulties verifying the source funds for any other reason, then guidance should be sought from our MLRO.  Ultimately we should be satisfied that the source of funds or wealth is consistent with other information held and that we report any suspicious activity in accordance with this policy.  Staff should exercise their discretion in order to achieve these goals. 

Finally, remember that money should only ever be received from a client as a necessary part of a genuine legal transaction – we will never offer clients a banking facility.  

Ongoing risk assessment

It should be stressed that our risk assessment of matters is ongoing throughout the matters in which we act.  You should therefore remain alert to possible changes in the risk profile of the matter as it progresses.  Each transaction and, where appropriate, the source of funds should be assessed in the same way, ensuring that the transactions are consistent with what we know about the client, their circumstances and their risk profile.  You should repeat checks or undertake further checks as you would if the new issues had been presented at the outset of the matter or if there is a risk something going out of date.  Where enhanced due diligence is appropriate, the monitoring should be enhanced also.  

[Our accounts team have experience and training in identifying suspicious transactions and where funds are being received from jurisdictions which might require enhanced checks to be performed.] Staff should work collaboratively with our accounts team as the matter progresses to discharge our duties in this area and follow firm procedures for receipt of client money.

Identifying beneficial owners

Understanding who owns and controls a client entity and on whose behalf the client acts is a fundamental part of customer due diligence as well as being good practice more generally.  The regulations require us to know the identity of the natural individuals who ultimately own or control the client or on whose behalf the matter is being conducted.  Where the client is a natural person acting on someone else’s behalf, we similarly need to know the identity of the individual for whom the matter is being pursued. 

You should ordinarily obtain the name and address of the beneficial owner and retain any other identifying information which is readily available too such as date of birth.  Appropriate measures to verify who a beneficial owner typically include checking information obtained from Companies House, a partnership agreement, a trust deed or other reliable publicly available information.
Our customer due diligence form is intended to simplify this process and provide guidance to you on what you should be satisfied of in the most common scenarios.  In some cases however they may be difficult to apply.  Consider Law Society guidance and seek guidance from our MLRO in such cases or where you have queries.  The tests applicable in respect of trusts are particularly detailed.  The regulations should of course be considered too.  

Where the client is a company or an LLP you will ordinarily be able to confirm the owners on Companies House.  You should also have a discussion with the client however about who owns and controls the business. The position will not always be straight-forward.  Some shares may be ‘preference’ shares which carry greater voting rights and shareholders agreements or similar arrangements may give particular individuals greater control than they appear to hold on the face of their legal interest alone.  Law Society guidance however is that a proportionate approach should be adopted and that you should “simply be satisfied that you have an overall understanding of the ownership and control structure of the client company”.

Similarly for other entities and arrangements, it is important to seek from the client a broad understanding of who owns or benefits from it and who controls it.  Occasionally a partnership agreement or trust designates very significant powers to one individual who on the face of it is just another partner or beneficiary or other connected person.  This sort of arrangement once identified would of itself raise questions as to why there is a lack of transparency.  If there is a suggestion that the client is merely a front for another person then we should obtain full verification of that other person’s identity as if they were the client and consider whether a suspicious activity report should be made (see below).

Ordinarily, you will not be required to verify the identity of beneficial owners (i.e. by viewing passports and utility bills) in the same way that you would an individual client.  However, you should be satisfied that you have accurate information as to the identity of the individuals in question.  In the course of identifying a client entity, you will ordinarily already have sight of key constitutional documentation or official registers and these will normally also be a reliable source for verifying who owns and controls what.  If this is not available however our policy is to seek further information and documentation which confirms the identity of the beneficial owners (such as a companies house record or trust deed which confirms their name and address).  As detailed above unless it is a high-risk matter, there is a reason to question the veracity of the information provided or our client is simply acting on behalf of another individual (i.e. under a power of attorney), it will not normally be necessary to verify that individual as if he or she were the client. 

Reporting suspicious activity

If staff know or suspect money laundering or terrorist financing then they must complete an internal suspicious activity report form.  This must be sent to the MLRO immediately who will then decide separately whether to make an external report to the National Crime Agency (NCA).  If guidance has been sought and our MLRO requests that a suspicious activity report be made, this must again be completed and sent to the MLRO immediately.  If sent in hard-copy the form should be placed into a sealed envelope marked as strictly private and confidential.

Training is provided to staff on when to make a report.  However, it is worth highlighting that where regulated activities are being undertaken there is an objective test to satisfy in addition to the subjective assessment broadly summarised above. Namely, are there factual circumstances from which an honest and reasonable person, engaged in a business in the regulated sector, should have inferred knowledge or formed the suspicion that another was engaged in money laundering?  

The MLRO will consider the reports and whether a report needs to be made to the NCA, whether to terminate the retainer or both.  The MLRO may need to take advice before deciding whether to report, particularly where questions of legal professional privilege apply.  This decision is taken by the MLRO on the basis of his or her assessment only.  At this stage all staff must follow guidance from the MLRO and not proceed with any transaction or other part of the matter unless this is authorised by the MLRO.

Any reports or potential reports must be kept confidential, in particular the client cannot be made aware of this.  Staff should keep suspicious activity report documentation and any other records or documentation in this respect separate from the main file in case the file needs to be shared with the client (though it should be stored in a place which is accessible to your line managers and the MLRO).  This is to ensure that you do not accidentally commit a ‘tipping off’ offence.

If we receive a request from the police or similar for information or documentation then staff must inform our MLRO and COLP immediately who will consider the circumstances of the case.  We will generally seek independent legal advice as to our obligations in such circumstances.  Staff should not automatically share information simply because it has been requested by the police or similar. Our duties of confidentiality and privilege may prevent us from doing so, though we equally need to consider carefully whether in any particular case the law does require disclosure.  

General warning signs

The SRA has provided a bullet point list of general warning signs that a transaction may be suspicious (informed by the Financial Action Task Force’s (FATF) own list) in a warning notice.  The Law Society has similarly provided guidance in this respect in Chapter 11 of its anti-money laundering practice note. The summary of warning signs below seeks to pull together the key generic (i.e. applicable in all types of legal matter) warning signs and staff should be alert to such factors:

· If the client:
· is secretive or evasive about who they are, the reason for the transaction, or the source of funds;

· changes their instructions frequently without good reason;

· uses an intermediary, does not appear to be directing the transaction or appears to be disguising the real client;

· avoids personal contact without good reason or insists on meeting in public places only without good reason;

· refuses to provide information or documentation, or the documentation provided is suspicious;

· has criminal associations;

· has an unusual level of knowledge about money laundering processes;

· does not appear to have a business association with the other parties but appears to be connected to them;

· appears to maintain a lifestyle well beyond what appears to be sustainable or otherwise have significant wealth with no obvious legitimate source;

· deposits money into your client account but then ends the transaction for no apparent reason;

· If the source of funds is unusual, such as:
· large cash payments or cash settlements;

· unexplained payments from a third party;

· large private funding that does not fit the business or personal profile of the payer;

· loans from non-institutional lenders;

· use of corporate assets to fund private expenditure of individuals;

· use of multiple accounts or foreign accounts;

· last minute changes to where funds are coming from;

· If the transaction has unusual features, such as:
· unusual size (e.g. unusually large), nature (e.g. unusually complex), frequency or manner of execution;

· early repayment of mortgages/loans;

· short repayment periods for borrowing;

· an excessively high value is placed on assets/securities;

· it is potentially loss making for the client;

· involving unnecessarily complicated structures or steps in transaction;

· repetitive instructions involving common features/parties or back to back transactions with assets rapidly changing value;

· the transaction is unusual for the client, type of business or age of the business;

· a transaction concerning money or property where you suspect that either is being transferred to avoid the attention of a trustee in a bankruptcy case, HMRC, or  a law enforcement agency;
· unexplained urgency, requests for short cuts or changes to the transaction particularly at last minute;

· use of a Power of Attorney in unusual circumstances;

· no obvious commercial purpose to the transaction;

· instructions to retain documents or to hold money in your client account;

· abandoning transaction and/or requests to make payments to third parties or back to source;

· monies passing directly between the parties;

· litigation / disputes which are settled too easily or quickly and with little involvement by you (this may indicate ‘sham litigation’).

· If the instructions are unusual for your business such as: 
· being outside your or your firm's area of expertise or normal business;
· if the client is not local to you and there is no explanation as to why a firm in your locality has been chosen;
· willingness of the client to pay higher fees than is normal or an apparent indifference to controlling costs in any way;

· unexplained changes to legal advisers.

· your client appears unconcerned about the transaction or lacks knowledge about the transaction.

· If there are geographical concerns such as unexplained connections with and movement of monies between other jurisdictions.

More detail is provided in Chapter 11 of the Law Society’s anti-money laundering practice note. Different practice areas carry different warning signs.  The Law Society practice note addresses specific risk factors in the following areas and staff should be familiar with any guidance relevant to their work: administration of estates, trusts, charities, powers of attorney, property transactions, tax, company and commercial work and collective investment schemes.  

Great care should also be taken if a client or connected party is understood to have sympathies with a terrorist group.  It should not be assumed that charitable clients are low risk in this respect – there is increasing evidence that not-for-profit vehicles are being used terrorist and other criminal purposes.

The appearance of some ‘warning signs’ in isolation as described in this policy will not necessarily mean that a suspicious activity report needs to be made.  Consider the circumstances and risk profile of the matter.  In certain matters it might be clear that there is a compelling and appropriate reason why, for example, the client wishes for a matter to be progressed urgently or changes their instructions or where a commercial client is acting strategically rather than focusing upon the profits arising from the individual transaction in question.  Keep a record of your approach and if you have any doubt whatsoever, seek guidance from our MLRO.

[Mortgage fraud and property warnings signs

Property transactions and mortgages pose particular risks.  The Solicitors Disciplinary Tribunal has dealt severely with many cases brought by the SRA on the grounds that a lawyer has participated in a transaction which “bore the hallmarks of mortgage fraud”.

Additional specific warnings to look out for in the context of property transactions may include:

· transactions where a payment has already been agreed between both parties;

· deposits paid directly between the parties;

· anything which suggests that the client may not be the genuine buyer or seller;

· the seller only bought the property very recently;

· there are plans for a sub-sale or back to back transactions;

· incomplete contract documentation;

· there is a last minute change of representative on the other side;

· an insistence on the matter proceeding urgently;

· funding from or proposed payments to third parties;

· changes in the purchase price, particularly at the point of completion;

· properties owned by nominee or offshore companies or multiple owners;

· the parties or advisers appear to be connected;

· unusually high valuations or increases in property value;

· discrepancies in the purchase price between different documentation or sets of instructions;

· there is a county court judgement against the property;

· a client who has never invested in a property purchase of this scale before;

· a misleading apportionment of the purchase price, with the intention of avoiding stamp duty land tax (the SRA has issued a warning notice in this area).

We should double check that the true price for the transaction is shown in all relevant documentation.  Look out for mismatching signatures on documentation and ID.  Never add your name as a witness to pre-signed documentation.
Where we act for the buyer and the lender we must take care to fulfil our duty to provide all relevant information to the lender client and meet out obligations under the CML handbook.  The lender client would obviously wish to know about anything which may be relevant to the valuation of the property or to the buyer’s financial standing.  We stress to our buyer clients the need for their ongoing authority to disclose relevant information to our lender client in order to act for them.  We must never ignore any form of dishonest or misleading behaviour in the context of a mortgage no matter how much you want to help your client.]
If the instructions or transaction appear unusual, speak with our MLRO about seeking further information or making a report.  You should also consider with our MLRO whether to report concerns to the lender i.e. if on the face of it there is strong evidence of fraud and having considered all of the facts we are content that we can make such a disclosure taking into account our duty of confidentiality.

Accepting cash from the client

Ordinarily we will not accept cash payments from clients and attempts to contract using significant sums in cash should be regarded as potentially suspicious activity (see above).  However, if you are satisfied that a payment of cash is appropriate our [MLRO / partners] can authorise receipt of a cash payment up to the sum of [£100 / £200 / £XX].  Our accounts team will arrange for a receipt to be provided.
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Customer Due Diligence form
	Section A – Basic matter details

	Your name:
	Matter ref:

	Date:
	Your department:

	Full client name:

	Client address:

	Client postcode:

	For individual clients only – further details
	For clients which are bodies only – further details

	Date of birth:
	 FORMCHECKBOX 
 Partnership (UK)

 FORMCHECKBOX 
 Trust / Estate (UK)


	 FORMCHECKBOX 
 Company / LLP (UK)

 FORMCHECKBOX 
 Overseas body

 FORMCHECKBOX 
 Other (give details)

…………………………

	Sex:
	
	

	Nationality: 
	
	

	For clients who are individuals complete section B but not section C

	Section B – Individual identity verification 

	I have been able to verify my client’s full name and date of birth by using the following document:
	 FORMCHECKBOX 
 Passport (current)

 FORMCHECKBOX 
 Photo card driving licence (current)

 FORMCHECKBOX 
 National identity photo card (non-UK nationals)

 FORMCHECKBOX 
 An alternative which has been expressly authorised by our MLRO / firm policy, namely:

	I have also been able to verify my client’s full permanent address (including postcode) by using the following additional information which is less than 3 months old:
	 FORMCHECKBOX 
 Current photo card driving licence (only appropriate where not used to verify name and date of birth)

 FORMCHECKBOX 
 Council tax bill

 FORMCHECKBOX 
 Bank or building society statement (including a mortgage statement)

 FORMCHECKBOX 
 Firearms certificate


	 FORMCHECKBOX 
 State pension or benefit book

 FORMCHECKBOX 
 HMRC self assessment statement or tax demand

 FORMCHECKBOX 
 An electoral roll check

 FORMCHECKBOX 
 An alternative which has been expressly authorised by our MLRO / firm policy, namely:



	Guidance notes:

· individuals without documentation – broadly speaking we can still act for such clients but first seek guidance from our MLRO on the alternative steps to be taken to verify identity;
· joint clients – the above verification should be completed for each joint client;
· executors or administrators of an estate – the above verification should be completed for the executor or administrator client.  If we act for more than one executor or administrator, the above verification should be completed for at least two individuals. A copy of the grant of probate / letters of administration should also be obtained and retained;
· clients acting for another person - the above verification must be for the other person’s identity.  You should also verify the documentation confirming that individual’s authority to act i.e. power of attorney.



	Section C – Entity verification (complete as many sections as apply)

	OFFICE HOLDER CHECK: The individuals involved in this entity - MANDATORY FOR ALL ENTITIES / TRUSTS ETC

	I have followed the checklist in section B in order to verify the full name, personal address and date of birth of:
	 FORMCHECKBOX 
 at least two partners in the case of a partnership

 FORMCHECKBOX 
 at least one director in the case of a company

 FORMCHECKBOX 
 at least two trustees in the case of a trust (or the sole trustee where applicable)
	 FORMCHECKBOX 
 at least one member of the governing body in other cases 

 FORMCHECKBOX 
 I have been able to verify this information via an alternative means which has been expressly authorised by our MLRO / firm policy, namely:

	ENTITY CHECK: UK partnerships only (where applicable)

	I am satisfied as to the truth of the name, address and existence of the partnership provided because:
	 FORMCHECKBOX 
 I have seen the constitution i.e. partnership agreement

 FORMCHECKBOX 
 this is a very well known and long established partnership 
	 FORMCHECKBOX 
 this is a professional services partnership verified via the regulatory body’s registers

 FORMCHECKBOX 
 an alternative which has been expressly authorised by our MLRO / firm policy, namely:

	ENTITY CHECK: UK companies and LLPs only (where applicable)

	I am satisfied as to the truth of the business name, registered office, registered number, nature of the business and the identity of at least two directors / members provided by the client because:
	 FORMCHECKBOX 
 I have seen original documentation verifying this (i.e certificate of incorporation and associated constitutional documentation)

 FORMCHECKBOX 
 I have verified this information with Companies House 
	 FORMCHECKBOX 
 I have verified this information with the Charities Commission 

 FORMCHECKBOX 
 this is a professional services company verified via the regulatory body’s registers

 FORMCHECKBOX 
 an alternative which has been expressly authorised by our MLRO / firm policy, namely:

	ENTITY CHECK: UK trusts (including deceased persons’ estates) only (where applicable)

	Have you obtained a certified copy of the trust deed?
	 FORMCHECKBOX 
 Yes, and I have retained copies of the relevant documentation.
	 FORMCHECKBOX 
 I have verified the relevant information via an alternative which has been expressly authorised by our MLRO / firm policy, namely:

	ENTITY CHECK: Other UK entities (i.e. local government or other public bodies, unregistered and unincorporated charities, clubs and foundations) only (where applicable)

	I am satisfied as to the truth of the organisation’s name, its nature and status, its address and the names of the individuals on the governing body or equivalent because I have verified this information:
	 FORMCHECKBOX 
 using official government websites / registers and received correspondence from official government e-mail accounts 

 FORMCHECKBOX 
 using constitutional documentation 
	 FORMCHECKBOX 
 using recent audited accounts

 FORMCHECKBOX 
 via an alternative means which has been expressly authorised by our MLRO / firm policy, namely:

	ENTITY CHECK: Overseas entities only (where applicable)

	I am satisfied as to the truth of the organisation’s name, its nature and status, its address and the names of the individuals on the governing body or equivalent because:
	 FORMCHECKBOX 
 I have applied tests directly equivalent to those set out above and am satisfied that I have understood relevant documentation and can rely upon the independent source relied upon to do so
	 FORMCHECKBOX 
 I had some doubts as to the situation overseas and have verified the relevant information in accordance with best practice and guidance from our MLRO / from our firm’s policy, namely by:


	Section D – Beneficial owners of the client or in the client matter

	Where applicable, I am satisfied that I have a good understanding of who ultimately owns or controls the client or, where appropriate, on whose behalf the transaction is being conducted.  This includes knowledge of the specific factors set out below relevant to my client’s status.   FORMCHECKBOX 


	Partnerships
	I know who the partners are and have also identified any other individual who: 

· exercises control over the management of the partnership;

· is ultimately entitled to a 25% share of the capital or profits;

· controls (directly or indirectly) 25% of the voting rights or shares in the partnership.

	Incorporated bodies

i.e. companies and LLPs
	I know who the directors are (members for an LLP) and have also identified any other individual who: 

· exercises control over the management of the body;

· ultimately owns or controls (directly or indirectly) more than 25% of the shares or voting rights in the body.

	Trusts (other than the estate of a deceased person
	I know who the trustees of the trust are and have also identified: 

· any other individual who has ‘control’ over the trust; and

· (a) any individual who is entitled to a ‘specified interest’ (a person has a specified interest if they have a vested interest of the requisite level in possession or remainder or reversion, defeasible or indefeasible) of at least 25% of the capital of the trust property or (b) for trusts which are not set up or which operate entirely for the benefit of such individuals (i.e. those who are entitled to a specified interest of at least 25% of the capital of the trust property), the class of persons in whose main interest the trust is set up or operates.

	Estate of a deceased person
	I know who the executors (original or by representation) or administrator for the time being are.

	Other entities or arrangements (i.e. unincorporated associations and foundations)
	I have identified:

· those individuals who benefit from at least 25% of its property (including capital and profits) or exercise control over at least 25% of its property; or

· where the individuals who benefit have yet to be determined, the class of persons in whose main interest the entity or arrangement is set up or operates.



	Guidance notes:

You should be satisfied that you have an understanding of the points set out above. However, Law Society guidance is that you would not ordinarily need to verify a beneficial owner’s identity to the same level that you would a client (though we do this as a matter of policy where an individual is acting on behalf of another individual i.e. under a power of attorney).  Instead you will likely have available from your identity checks reliable documentation or records which can be relied upon to identify who the beneficial owners of the client are (or for whom the client is acting). Appropriate measures to verify who a beneficial owner is typically include checking information obtained from Companies House, a partnership agreement, a trust deed or other reliable publicly available information. This may be provided by the client or sought from elsewhere.  See below for guidance on when enhanced checks should be performed.    


	Section E – Risk assessment and enhanced due diligence steps

	 FORMCHECKBOX 
 I have conducted standard due diligence as detailed above because I do not consider that this matter presents a higher risk of money laundering or terrorist financing;

or

 FORMCHECKBOX 
 I have conducted enhanced due diligence because I consider that this matter does present a higher risk of either money laundering or terrorist financing.  This is because:

	
	 FORMCHECKBOX 
 the client was not physically present for identification purposes and I have therefore undertaken one or more of the following additional steps:

	
	 FORMCHECKBOX 
 obtained additional documents, data or information, namely:

 FORMCHECKBOX 
 taken additional steps to verify or certify the documents supplied, namely:
	add details here



	
	 FORMCHECKBOX 
 taken other steps in accordance with regulation 14 of the Money Laundering Regulations with input from our MLRO, namely:
	

	
	 FORMCHECKBOX 
 the client is a ‘politically exposed person’ or ‘PEP’ (so broadly, someone who in the last year has held a prominent position in a community institution, international body or state other than the UK such as member of parliament, head of state, certain judges and ambassadors and immediate family and close associates of such a person) and I have therefore conducted enhanced due diligence which has included obtaining approval from [our MLRO / senior management] to take on the matter, taken particular care to ensure that I have established the client source of wealth and funds in the matter. I will also conduct enhanced monitoring on an ongoing basis

	
	 FORMCHECKBOX 
 the client or matter is connected to an overseas jurisdiction which is understood to have poor money laundering controls. I have therefore taken additional steps, namely:

 FORMCHECKBOX 
 the matter otherwise presents a higher risk of money laundering or terrorist financing. I have therefore taken additional steps namely:
	add details here



	Guidance notes:

Where enhanced due diligence is appropriate, add details above of the steps taken.  This might include checking the Treasury’s consolidated list of persons against whom financial sanctions are in place, seeking evidence or further evidence of the client’s source of funds or wealth relevant to the matter, seeking further verification of the client or beneficial owner’s identity, obtaining more detail about a client entity’s control or ownership structure, requesting further information about the purpose of the retainer or the source of funds / wealth and conducting enhanced checks on an ongoing basis.  Seek guidance from our MLRO if you are unsure.

	Section F – CDD checklist (you should be able to tick every box)

	 FORMCHECKBOX 
 I have seen the relevant documentation

 FORMCHECKBOX 
 original documentation has been copied, signed with the appropriate verification and retained

 FORMCHECKBOX 
 I am satisfied that any photographic identity seen is a true likeness 

 FORMCHECKBOX 
 I am satisfied that the documentation appeared to be genuine
	 FORMCHECKBOX 
 I have sought sufficient information to gain a good understanding of the purpose of my client’s instructions and, where appropriate, the nature of their business / activities 

 FORMCHECKBOX 
 I have sought sufficient information to understand the source of my clients funds / wealth relevant to this matter

 FORMCHECKBOX 
 I am satisfied that the individual instructing me has authority to do so e.g. my client is a company and I have received correspondence on business letterhead from a director confirming this


The information above is true and accurate to the best of my knowledge and belief.

Name:

Date:
Internal report of suspicious activity to MLRO

	Section A – Basic matter details

	Your name:
	Matter ref:

	Date:
	Type of legal matter:

	Full client name:

	For individual client only – further details
	For client bodies only – further details

	Date of birth:
	 FORMCHECKBOX 
 Partnership (UK)

 FORMCHECKBOX 
 Trust / Estate (UK)


	 FORMCHECKBOX 
 Overseas body

 FORMCHECKBOX 
 Company / LLP (UK)

 FORMCHECKBOX 
 Other (give details)

…………………………

	Sex:
	
	

	Nationality: 
	
	

	How did this client come to instruct our firm:
	

	 FORMCHECKBOX 
 I have attached the client’s customer due diligence form together with any documentation obtained at that time relevant to this report

	Section B – Basis of your suspicion

	

	Guidance notes:

You should set out in the space above and on separate sheets as needed why you feel that there is suspicious activity and attach any relevant documentation.  This must include details of who is suspected and, if this is not the client, details as to that person’s identity.  It would also be helpful to have your views here on whether professional privilege applies together with any other pertinent information.


	Section C – Your matter

	

	Guidance notes:

You should set out in the space above the nature of your instructions, what stage they have reached and what the next steps are.  In particular, describe what the client is expecting to happen next and what the timescales are. No further action must now be taken until the MLRO has provided guidance to you.


	Signed (fee earner)
	Date:

	Section D – FOR COMPLETION BY MLRO ONLY

	Date received by MLRO:
	Report to NCA:            FORMCHECKBOX 
 Yes       FORMCHECKBOX 
 No

	Reasons for decision reached:



	Instructions to fee earner (to include confirmation of what steps can be taken, what information can be shared with the client and any issues as to professional privilege):



	Signed (MLRO)
	Date:


Annex AB8
Potential breach notification form

This form is to be used by any member of staff where it is felt that we have may have failed to meet a regulatory or legal requirement.  Primarily this process is intended to capture failures to adhere to SRA rules and regulations but as these also require general legal and regulatory compliance it should be used for all legal or regulatory issues. The fact of a form being completed does not mean that a breach has in fact occurred – this will be reviewed by our Compliance Officer for Legal Practice (COLP).

	Date:
	
	Your name:
	

	Client:
	
	Your department:
	

	What is the issue?
	

	What regulatory or legal requirements are relevant?
	

	When did the issue begin?
	

	What impact has this had? e.g. upon clients
	

	What has been or could be done to correct this?
	

	For COLP use only

	Satisfied there has been a failure to fulfil requirements?
	Yes / No
	Confirm details have been added to log:
	

	Is this breach ‘material’?
	Yes / No
	If so, confirm date of report to SRA
	


	Owner:
	
	Created:
	

	Last amended:
	
	Last approved by:
	

	Last reviewed:
	
	Last reviewed by:
	


1. Strategy:


progress against strategic objectives set at the start of the year


market developments which could impact upon us


key tasks and owners in coming months





2. Business development and marketing:


significant new business


significant loss of business


current business development and marketing activities


cross-selling opportunities





3. HR:


update


personnel issues


forthcoming staff departures including retirement


training and development





4. Finance:


review of monthly figures, including office account balance


review of year to date against budget


business areas of poor budget management and profitability


cash flow projections


key tasks and owners over coming months





5. Compliance and risk (quarterly):


COLP update: important regulatory developments, any problems uncovered, trends, actions and owners 


COFA update: important regulatory developments, any problems uncovered, trends, actions and owners


Complaints and claims: important regulatory developments, any problems uncovered, trends, actions and owners


Money Laundering and Financial Crime Update: important regulatory developments, any problems uncovered, trends, actions and owners


Data Protection and information security: important regulatory developments, any problems uncovered, trends, actions and owners


Health and Safety: important regulatory developments, problems uncovered, trends, actions and owners





IT Update





Equality and Inclusion





Critical dates diary and upcoming deadlines





Reporting and filing





Confirmation of any reporting or filing requirements arising from items discussed and agreement on actions and owners.








� Our compliance logs include a suggested core training programme.


� Template logs are available in the accompanying spreadsheet or via our online register software.


� Free � HYPERLINK "http://www.sra.org.uk/solicitors/cpd/tool-kit/resources/templates.page" ��template� development plans and development logs are available from the SRA and the � HYPERLINK "http://www.complianceoffice.co.uk" ��Compliance Office� provides online software for a simple means of recording this information.


� Not provided as part of this template.  Please contact us if you would like assistance in this respect.


� Not provided as part of this template.  Please contact us if you would like assistance in this respect.


� The reporting obligations vary depending upon whether the firm is a ‘traditional’ practice or an ABS.  See our free COLP and COFA guidance book and training on our website for more information: www.complianceoffice.co.uk.


� The number of roles allocated will depend upon the size of the firm.  This example envisages a reasonable large law firm and in small firms the roles may be performed by a handful of individuals or only one individual.  Only some of these roles will be mandatory but it is considered good practice to have nominated individuals leading in key compliance areas and is a Lexcel requirement.


� � HYPERLINK "https://ico.org.uk/media/for-organisations/documents/1610/privacy_notices_cop.pdf" ��ICO guidance� includes template privacy notices which can be tailored in accordance with that guidance.


� See ‘�HYPERLINK "https://www.sra.org.uk/identitytheft/"��Bogus law firms and identity theft�’ and ‘�HYPERLINK "https://www.sra.org.uk/investmentfraud/"��High Yield Investment Fraud�’; the Risk reports ‘�HYPERLINK "https://www.sra.org.uk/risk/resources/risks-associated-bogus-firms.page"��In the Shadows�’ and ‘�HYPERLINK "https://www.sra.org.uk/risk/resources/online-crime-legal-business.page"��Spiders in the web: The risks of online crime to legal business�’).


� Template logs are available in the accompanying spreadsheet or via our online compliance registers software.


� See the Law Society practice note on the Consumer Contract Regulations 2013 for guidance and template wording.


� Template logs are available in the accompanying spreadsheet or via our online register software.


� https://ico.org.uk/for-organisations/guide-to-data-protection/principle-6-rights/subject-access-request/#dataprocessor


� Section 22 of the Gender Recognition Act 2004 creates certain offences around unauthorized disclosure of an individual’s gender history


� Template logs are available in the accompanying spreadsheet or via our online register software.


� Template logs are available in the accompanying spreadsheet or via our online register software.


� Template logs are available in the accompanying spreadsheet or via our online register software.


� Seeking feedback is a requirement of both the Lexcel and the SQM standards.  


� Note that this is not a formal regulatory requirement under SRA rules but may be a helpful benchmark to enforce internally to ensure a base level of ongoing CPD.  For firms working to the SQM standard there is however an expectation that in each 12-month period, every casework member of staff receives a minimum of six hours’ CPD training, of which 50% (or 100% for crime caseworkers) relates directly to the relevant category of law.


� Note that this is not a formal regulatory requirement but may be a helpful benchmark to enforce internally to ensure a base level of ongoing CPD.


� Free � HYPERLINK "http://www.sra.org.uk/solicitors/cpd/tool-kit/resources/templates.page" ��template� development plans and development logs are available from the SRA and the � HYPERLINK "http://www.complianceoffice.co.uk" ��Compliance Office� provides online software for a simple means of recording this information.


� Template logs are available in the accompanying spreadsheet or via our online register software.  


� Outcome 1.5


� Free � HYPERLINK "http://www.sra.org.uk/solicitors/cpd/tool-kit/resources/templates.page" ��template� development plans and development logs are available from the SRA and the � HYPERLINK "http://www.complianceoffice.co.uk" ��Compliance Office� provides online software for a simple means of recording this information.


� Our compliance logs include a suggested core training programme / rolling programme of training.


� The requirements for diversity monitoring, reporting and (‘where appropriate’) publishing are now set out in the SRA Code of Conduct at outcome 2.6.


� This template policy is provided as a starting point in the context of managing the regulatory risks posed for lawyers working under the SRA regime.  Acceptable use policies and monitoring can raise issues in the context of IT best practice and employment law.  It is recommended that firms seek specialist input in tailoring this template to its needs.   


� See in particular sections 327 and 328 of the Proceeds of Crime Act 2012


� See in particular sections 330 and 331 of the Proceeds of Crime Act 2012


� See in particular sections 333A(1) and (2) of the Proceeds of Crime Act 2012


� For the full definition see regulation 5 of the Money Laundering Regulations 2007


� See regulation 7 in connection with the duty to perform ongoing monitoring and keeping due diligence documentation up to date


� � HYPERLINK "https://www.lawsociety.org.uk/support-services/advice/articles/help-im-a-new-mlro-your-firms-compliance-culture/" �https://www.lawsociety.org.uk/support-services/advice/articles/help-im-a-new-mlro-your-firms-compliance-culture/�    





Copyright and use of this material - please see our website for full terms of use

The copyright in this material belongs to the Compliance Office Ltd, a limited company, company no. 09133668, registered office: The Bristol Office, 2nd Floor 5 High Street, Westbury on Trym, Bristol, United Kingdom, BS9 3BY.  If you are a staff member of an SRA regulated law firm then you are permitted to reproduce copies of this material for other staff members in that firm.  No other permissions or licences are granted however and no part of this material may otherwise be reproduced or redistributed in any form or for any purpose.  You may not distribute or commercially exploit the content and you may not transmit it or store it in any other website or similar system. The Compliance Office Ltd and its authors do not offer solicitor or legal services, are not a law firm and do not provide legal advice. This material is a general starting point only and will need to be tailored to your needs. The material is not exhaustive and is not a substitute for considering the relevant provisions directly or for legal advice on an individual’s specific circumstances.  While care is taken to ensure the complete accuracy of the information as at the date of publication, this cannot be guaranteed.  This material is used at your own risk. The Compliance Office Ltd, its author(s) and administrators will not be liable for any loss or damage of any nature arising from the use of or reliance upon this material and such liability is excluded to the fullest extent permitted by law.  

